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Blocking Unauthorized Access with Password

23.1 Blocking Unauthorized Access with Password

In order to prevent unauthorized access by a node that has not been registered on the network, you can set a
password for the network to enhance the security.

&~ 34,2 Network Setup"

Access from a personal computer outside of the network by entering a password is called "Remote Access".
Remote access allows to access to the node in the network, which is protected by this security function.

P
System in Operation

Let's monitor the
Node B data via
"Remote Connection"!

Enter the password of

"Network Settings".
Node A

Wish to join the network temporarily
to confirm how the system is working
N for maintenance check!

The procedures of remote access and cutting are explained below.

NOTE | ¢ 'Pro-Server EX' has 3 security functions as follows:

(1) Protect a device access from a node that has not been registered on the network.
& 3.1 Blocking Unauthorized Access with Password"

(2) Protect unauthorized access when saving a network project file.

Set password protection from [Enter password when saving] on the save screen.

5732 Blocking Unauthorized Editing with Password"

(3) Protect unauthorized access when transferring a network project file to display unit.

3.3 Blocking Unauthorized Transfer with Password" or 'GP-Pro EX Reference

Manual'
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Blocking Unauthorized Access with Password

23.1.1 Remote Access

1 Click [Remote Connection] from [Tool] on the menu bar.

‘@,‘__ir Pro-Studio EX  2.npx

File Edit | Tool Programming Assist  Setting  Help

Check Consistency
Find Mode

» ] /__J Symbil | e .#5 Feature |

Backup Device
Restore Device
Save GP Capture Data
» Backup SRAM
Measure Read Time

Remote Connection

Remate Disconneckion

Node

In order to read and write the data

infottmation of the PC and the GPs

-8 Set Factory Gakteway

beforehand. The PC and the GPs 1

¢ B AGPT[192.168.0.100)
L PLOT [COM) A Serie

b WinGP

v LT3000

The "Remote logon" screen will appear.

%Remote logon

& Pro-Server EX Node
Register the PC to be used
Ex

When a network project iz remote-password-protected, its participant nodes restrict
access from nonparticipant nodes for security reazons.

"Wihen remate connection is established. the destination participant node tempararily
permits access from the connection-source nonparticipant node.

Femate logon |

Remote pazzword

Remote-connect thiz PC to the specified node.

| Cancel |

Pro-Server EX Reference Manual

23-3




Blocking Unauthorized Access with Password

2 Click the list button of [Remote logon] and enter the node for remote access and the password.

P
Fiemate logoyl |AGF1

xxxxxxx

Remote pazswar

NOTE | ¢ "**" appears when entering a password.
e The password to be entered is that set in [Setting/Set Network].

Mebwork Remote Password

Passward I
Confirm I

3 Click the [OK] button.

Remaote-connect this PC to the specified node.

Cancel |

Remote access is performed to the specified node.
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Blocking Unauthorized Access with Password

23.1.2 Remote Cutting

1 Click [Remote Disconnection] from [Tool] on the menu bar.

"-i_-!' Pro-Studic EX ?.npx

File Edit | Tool Programming Assist  Setting  Help

Check Consistency - |

Fy Find Mode > /..J Symbol | 2 ﬂ Feature | 2
=
=
=]
3
o]

Backup Device
Restore Device

Save GP Capkure Data
Backup SRAM
Measure Fead Time Node

In order to read and write the data,
N information of the PC and the GFs.
F beforehand. The PC and the GPs re

-5 PLCT (COM) A Serie * Pro-Server EX Node

WinGP Register the PC to be used:
LT3000 EX.
GP Sarimpe

The "Remote Logoff" screen will appear.

fﬁRemote Log off

Muotify the remote-connected node of access termination.
Restrict access to this node hereafter.

Logoff node j

(]4 I Cancel
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Blocking Unauthorized Access with Password

2 Click the list button of [Logoff node] and select the node for remote cutting. Then click the [OK] button.

Matify the remote-connected node of access termination.
Restrict access to this node hereafter.

Logoff node | -
PC1

Remote access to the specified node is cut.

NOTE | * When Pro-Server EX node and WinGP node work with 1 PC, when remote connection is cut off,
because also connection with the WinGP node is cut off in addition to the participation node which
is appointed please note.
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Blocking Unauthorized Editing with Password

23.2 Blocking Unauthorized Editing with Password

To protect the contents of a network project file, you can set a password when saving a created network project
file.

Once a password is set, a password entry screen will appear when saving a network project file after editing. In
this case, you cannot save the network project file without entering the correct password.

23.2.1 Password Setting for File Saving

This step sets a password when saving a new network project file.
1 Create a network project file.

2 Click the [Save] icon on the toolbar.

[_[O) =)
| % Feature [ N Save} m Transfer I% MSDlgittLTs[
Sk’ .

. i(‘_

L L LTI
.I

- s :Br._irupro|

otasuke

kiz a network connecting FA units and the PC that iz able to create formes

by acouiting data of the GPs and the various FA units (connection units)
Tm DA man A b mand

B el A S P R L BT L P

3 Check [Input Password at Save Time].

Save |

Save/Reload |

[ Create BAK File

@%nput Paszword at Save Time )

Siek Hazswond |
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Blocking Unauthorized Editing with Password

The "Set Password" screen will appear.

Set Password

Set a paszword to save the network, project.

Current Passwold:l

Mew Passwold:l

Canfirmation
Pazzward:

(118 Cancel

4 Enter a password to be set in [New Password] and the same password in [Confirmation Password], and click the

[OK] button.

Current F'asswold:l
MNew Passwor@““"“ )
Canfirmnatiog] e
Pazzword

5 Click the [Save] or [Save/Reload] button.

"‘:3' Pro-Studio EX test.npx
File Edit Tool Programming &ssist

F:;I Start »Q] Nads
Save |

( Save/Reload R w

by S

W Create BAK File

¥ Input Password at S ave Time

Set Pazsword
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Blocking Unauthorized Editing with Password

6 Enter a file name and click the [Save] button.

Save it IaDesktnp j & =5 EF-

File name: Gpmiect
Save as ppe; INetwork Project File [¥.npx) ﬂ

Cancel

g

7 Enter the password registered and click the [OK] button.

Save Network Project ]

Input the password to save the network project.

Passw ‘ Ixxxxxxxx )

vy

The network project file secured by the password is saved.
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Blocking Unauthorized Editing with Password

23.2.2 Editing and Saving Network Project having Password Setting

This step edits and saves a network project file having password setting.

1 Edit a network project file.

2 Click the [Save] icon on the status bar.

IS[=] 3

! *\-',a Feature | (2> [ . Save | > m Tramzfer I@ MSDtglttLTs[
1=

s EBTE.?'D‘ rof

vork *otasuke

kiz a network connecting F& units and the PC that iz able to create forms
by acguiring data of the GF's and the various FA units (connection units)

P L LTI Lot T SRR Ry RS T

3 Click the [Save] or [Save/Reload] button.

"’:3' Pro-Studio EX test.npx
Flle Edit Tool Programming Assist

F};l Start »@ Mode
Save |

( Save/Reload R \

4

v Create BAK File

I~ Input Pazsword at S ave Time

Set Pazsward

The "Save Network Project" screen will appear.

Save Metwork Project

Input the password to save the network project,

Passwordl

Ok Cancel

23-10
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Blocking Unauthorized Editing with Password

4 Enter the password registered and click the [OK] button.

Save Network Project B

Input the password to save the network project.

F'asswc.rcltcm )

Cancel |

The edited network project file is saved.

NOTE | * !fanincorrect password is entered, the following dialog box will appear.
Click the [OK] button and enter the correct password.

Pro-Studio EX B3

@ The provided password is incorrect, Please input the correct password,
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Blocking Unauthorized Editing with Password

23.2.3 Changing Passwords

This step changes the password specified for a network project file.

1 Open a network project file and click the [Save] button on the toolbar.

ISI[=] E3

Status

| gl Feature Save | M &i| Transfer gy Monitor
e [%

."..'I“.-'-.. = if}l
A
Niard S bfg?[jpro|
1zar otasuke
t B2 allowrs creating various forms such as control sheet and report in
wzed on the data read from the device.
2 Click the [Set Password] button.
"’:3' Pro-Studio EX test.npx
Flle Edit Tool Programming Assist
F};l Start | 23 Qj Nods
Save |
Save/Reload |
v Create BAK File
I~ Input Pazsword at S ave Time
( Set Pazsward [ ’
The "Set Password" screen will appear.
Set Password B

Set a password to save the network, project.

Current Password:l

Mew Passwold:l

Canfirmation
Pagzsword:

QK. Cancel

-
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Blocking Unauthorized Editing with Password

3 Enter the currently registered password in [Current Password].

Current Passworq"m“ﬁ )

New Password:l

Canfirmation
Pazsword:

4 Enter a new password to be set in [New Password] and the same password in [Confirmation Password], and click
the [OK] button.

[r—

Current Password:l

—
5 Click the [Save] or [Save/Reload] button.
"’:3' Pro-Studio EX test.npx
Flle Edit Tool Programming Assist
F:g Start | 23 Qj Nods
Save |
C Save/Reload o D
bt
¥ Create BAK File
I~ Input Pazsword at S ave Time
| Set Pazsward I
The "Save Network Project" screen will appear.
Save Network Project B

Itput the password to zave the netwark project.

F'asswordl

Qg Cahcel
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Blocking Unauthorized Editing with Password

6 Enter the new password and click the [OK] button.

Passwnﬁ' xxxxxxx ] )

The network project file secured by the new password is saved.
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Blocking Unauthorized Transfer with Password

23.3 Blocking Unauthorized Transfer with Password

When a network project file is transferred to display unit, enter the password to access if the display unit has

password protection.
Refer to 'GP-Pro EX Reference Manual' about the display unit password setting.

23.3.1 Access to display unit Secured by Password

This step enters a password when transferring a network project file.

1 Create and save a network project file.

2 Click the [Transfer] icon on the status bar.

- (O] ]

< - ) ai  Monitor

[ Save | M m Transfer w Status
N— -

s Zb‘f:j'[j rof

Otd uke

‘atiods forms such as control sheet and repott in
from the device.

3 Specify the node to which the network project file is transferred and click the [Transfer to Another Node] button.

'e:i' Pro-Studio EX test.npx
File Edit Tool Programming Assist  Setting  Help

F:g Start | 2 Qﬂ Node | 3 /..» Symbal |

Currently Edited Met

Transfer to Another Mode

File Mame |test npx
EIETE Henmark, Frojen
™ALL
Canfirm Online Maode |
MNode Marne
OaGA
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Blocking Unauthorized Transfer with Password

4 Enter the password set for display unit and click the [OK] button.

Transfer Password Entry

Fleaze input the transfer password of Mode[AGP1).

o | OKodl | fbot |

The network project file is transferred to the display unit secured by the password.

NOTE | ¢ Click the [OK to All] button to apply the password entered here to all the nodes to which the
network project file is transferred.
« Click the [Abort] button to stop password entering and transfer processing.
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Restrictions

23.4 Restrictions

*  When using the Remote Password and GP-Pro EX's Ethernet Multilink features simultaneously, register the
slave Displays as reference nodes in the Pro-Server EX network project set up with the Multilink feature, and
then transfer to the master Display.

If the slave Displays are not registered as reference nodes, communication is not possible with the master
Display.
You do not need to transfer the network project to the slave Display.

* When using GP-Viewer EX to access a Display that uses the Remote Password feature, register the GP-
Viewer EX operation environment as a reference node in the Pro-Server EX network project, and then transfer
to the Display.

If the operation environment is not registered as a reference node, communication is not possible between GP-
Viewer EX and the Display.

Also, select the reference node type as [Pro-Server EX].
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