37 § Usethe Computer
to Display and
Operate GP Data

This chapter describes the basic operation and setup of GP-Viewer EX and the Web Server,
both of which you can use to display and interact with GP screen data from a computer.First,
read the general overview about thisfeature in "37.1 Use GP-Viewer EX to Display and
Operate GP Data over a Network" (page 37-2), and then go to "37.3 Settings Menu" (page
37-10) and "37.9 Settings Menu" (page 37-39) to find explanations of individual features.
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Use GP-Viewer EX to Display and Operate GP Data over a Network

37.1 Use GP-Viewer EX to Display and Operate GP Data over a
Network

37.1.1 GP-Viewer EX

B Summary
GP-Viewer EX isan application that displays and operates remotely located display screens.
It enables you to recover and monitor activities for troubleshooting and perform daily
mai ntenance.
To use this feature, the computer and display unit must be placed on the same network.
GP-Viewer EX must be installed on the computer and the license must be set for the display

unit.
GP-Viewer EX can beinstalled from a GP-Pro EX (version 2.10 or higher) CD-ROM or
downloaded from the home page.

— Project files created
in GP-Pro EX

PC Display /

] C 0]

Displays the summary of
the display unit on GP-
Viewer EX installed on
the computer

[

Goooog]

B Model Environment

In this section, the following system configuration is used as a model to explain the
operations and features. In other system configurations, the display and part names may
differ. If so, replace the names with those with similar features used in your system
configuration.

B Standard Configuration

Learning material/ Model system specifications Remarks
software
Operating System | Windows® 2000 -
Device/PLC Mitsubishi Electric Q/QnA Serial -
Communication Series
Browser Internet Explorer 6.0 -
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Use GP-Viewer EX to Display and Operate GP Data over a Network

M License

€ Key code
To use GP-Viewer EX, a separate license (Type: EX-VIEWER-LICENSE) is required for
each display unit. When you purchase this license, documents, including a[Key code], will
be issued. To enter key codes, please refer to the following.

[Vl ill © Maintenance/Troubleshooting:

& Maintenance/Troubleshooting Guide, "Setting up GP-Viewer EX or Remote PC

Access License"
» The key code cannot be reissued if lost. Please keep it at hand.

@ Application
GP-Viewer EX isinstalled from the following location.
¢ For installations using a CD-ROM of GP-Pro EX (Ver2.10 or later)
From GP-Pro EX Disk 2's"GPViewerEX" folder, double-click setup.exeto install.
¢ To download from our home page
Pro-face Web site
Download GP-Viewer from our Web site, "Otasuke Pro!" http://www.pro-face.com/ota-

suke/

NOTE * For installation procedures, refer to the following.
F 3742 Setup Procedure B Installing and Uninstalling GP-Viewer EX" (page 37-16)

B Full Configuration

Connection or option environment when using GP-Viewer EX is asfollows.
Bar Code Reader

Display Brint
rinter

i

ﬂ Speaker
D: = _Z _ LAN /‘/
I IITEEE N NN
USB Storage
CF Card [ E
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37.2 GP-Viewer EX Operation Environment and Development
Flow

37.2.1 Target models
Display models supported by GP-Viewer EX are asfollows.
W Display Units

Series Model M odel number
GP-3000 Series GP3200A AGP3200-A1-D24
GP3200T AGP3200-T1-D24

GP-3300HL AGP3300H-L1-D24
GP-3300HS AGP3300H-S1-D24
GP-3310HT AGP3310H-T1-D24
GP3300L AGP3300-L1-D24
AGP3300-L1-D24-D81K
AGP3300-L1-D24-D81C
AGP3300-L1-D24-FN1IM
AGP3300-L1-D24-CA1IM
GP3300S AGP3300-S1-D24
AGP3300-S1-D24-D81K
AGP3300-51-D24-D81C
AGP3300-S1-D24-CA1M
GP3300T AGP3300-T1-D24
AGP3300-T1-D24-D81K
AGP3300-T1-D24-D81C
AGP3300-T1-D24-FN1IM
AGP3300-T1-D24-CA1IM
GP3400S AGP3400-S1-D24
AGP3400-S1-D24-D81K
AGP3400-5S1-D24-D81C
AGP3400-S1-D24-CA1M
GP3400T AGP3400-T1-D24
AGP3400-T1-D24-D81K
AGP3400-T1-D24-D81C
AGP3400-T1-D24-FN1IM
AGP3400-T1-D24-CAIM

GP3450T AGP3450-T1-D24

GP3500L AGP3500-L1-D24
AGP3500-L1-D24-D81C

GP3500S AGP3500-S1-D24

AGP3500-S1-D24-D81K
AGP3500-S1-D24-D81C
AGP3500-S1-D24-CAIM
AGP3500-S1-AF
AGP3500-S1-AF-D81K
AGP3500-S1-AF-D81C
AGP3500-S1-AF-CA1M
GP3500T AGP3500-T1-D24

Continued
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Series

M odel

Model number

AGP3500-T1-D24-D81K

AGP3500-T1-D24-D81C

AGP3500-T1-D24-FN1IM

AGP3500-T1-D24-CA1IM

AGP3500-T1-AF

AGP3500-T1-AF-D81K

AGP3500-T1-AF-D81C

AGP3500-T1-AF-FN1IM

AGP3500-T1-AF-CA1IM

GP3510T

AGP3510-T1-AF

AGP3510-T1-AF-CA1IM

GP-3000 Series

GP3550T

AGP3550-T1-AF

GP3560T

AGP3560-T1-AF

GP3600T

AGP3600-T1-D24

AGP3600-T1-D24-D81K

AGP3600-T1-D24-D81C

AGP3600-T1-D24-FN1IM

AGP3600-T1-D24-CA1M

AGP3600-T1-AF

AGP3600-T1-AF-D81K

AGP3600-T1-AF-D81C

AGP3600-T1-AF-FN1IM

AGP3600-T1-AF-CA1IM

GP3650T

AGP3650-T1-AF

GP3750T

AGP3750-T1-AF

AGP3750-T1-D24

IPC series

WinGP

B Supported Operating Systems

Windows® 2000 (Service Pack 3 or later),

Windows® X P (Service Pack 2)

Windows Vista® Ultimate
Windows Vista® Home Premium/Basic
Windows Vista® Business

Windows Vista® Enterprise

Windows Server® 2003 (Service Pack 2)

B Screen resolution
1024x768 or higher

GP-Pro EX Reference Manual




GP-Viewer EX Operation Environment and Development Flow

MW Difference between GP-Viewer EX and Displays

Feature

Details

Switches

» AUX Output cannot be used.

 Specia switchesrelated to security, resetting, offline or other
unsupported features cannot be used.

* If switches overlap or use the Multifunctional List, opera-
tions may differ from the display unit.

Sampling Display

* You cannot edit data.

« All of the sampled datais acquired at first, and then informa-
tion is updated at afrequency set in GP-Viewer EX. Point to
[Change setting] and select [ Automatic update frequency of
information).

Alarm feature

» The Sub Display feature may be executed at an unexpected
time by operation on the display unit even when the alarm
display unit is not displayed.

» Alarm information cannot be cleared by external operation.

* Display contents may be displayed differently from the dis-
play unit (time information, active alarm status, etc.)

* You cannot save alarm information.
* You cannot perform [Acknowledged] or [Clear] operation.
* You cannot perform [Alarm Number Acquisition] operation.

Logic Programing
Global D-Script
Extended Script

You can review the results processed on the display unit, but
the results of drawing are not reflected.

D-Script Thisfeatureis enabled in Synchronous Mode. However, the
results of drawing are not reflected.
This feature may be executed even in Asynchronous Mode
when the same screen is displayed.

Trigger Action » Thisfeatureis executed in Asynchronous Mode when the

same screen is displayed. In this case, changing screens on
the display unit does not change screensin GP-Viewer.
Therefore, execution of [Start Application] or [Exit WinGP|
cannot be confirmed by GP-Viewer, so do not perform such
operations from GP-Viewer.

» Thisfeatureisenabled in Synchronous Mode. However, the
results of drawing are not reflected.

Screen Capture

 The screen of the display unit cannot be captured with
Screen Capture Settings. This should be performed from
[Screen Capture] in the [Tool] menu.

Continued
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Feature Details

Error * Displays errors on both the display unit and GP-Viewer EX.

* All errors are acquired at first and then the information is
updated at afrequency setin GP-Viewer EX. Point to [Change
setting] and select [Automatic update frequency of informa-
tion].

* Errorsthat are restored will not disappear. Such errors disap-
pear only when the screen is changed.

Data Display * In Numeric Display or Text Display, when Device Type &
Addressis specified for Address Type and adevice (PLC) is
used for Monitor Word Address, an error occurs.

Historical Trend Graph * You cannot review Cursor Information Storage Address, Sta-
tus Address and Search Status of the Viewer.

Data Block Display Graph | ¢ In Asynchronous Mode, select [Block Display Graph] from
the [Update (U)] menu to clear/re-display the graph. Follow
the same procedure when update does not happen in Syn-

chronous Mode.
XY Historical Scatter » Immediately after changing screens, all the datain the buffer
Graph is displayed on a graph, including the previously sampled
data.
XY Block Display Scatter |+ When quickly changing, on the display unit, the control
Graph _ word using D-Script or aladder of PLC to be connected,
XY Historical Scatter operations on the server may not be detected.
Graph Normalization « When updating the graph in Asynchronous Mode, the Dis-

play Completion bit of the graph does not turn ON. There-
fore, the control word cannot be returned to 0 on the display
unit. Place a switch for returning the control wordto O in
advance.

Bulletin Message » When you perform a display/hide operation continuously,
display contents may not be synchronized with the display
unit.

* In order to update the message, clear the message and dis-
play it again.

* Display Completion bit cannot be operated.

Recipes * The recipe feature does not work.
Special Data Display (Data Transmission, Filing and Show
CSV) isnot displayed.

File Manager » Status Address and Select Movie cannot be set.

* Filesin the GP-Viewer EX computer are displayed.
LS Area * You cannot write datain the Special Relay Area (LS2071 to
Memory Link LS2074, LS2078 to LS2095) from the Viewer.

» Write operation into Special Relay Area and Extend System
Areaisnot supported.

Continued
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Feature

Details

Security Level Clear

» Tochangeor clear theleve, go to Menu -> Feature -> Change
Security Level or Switch User ID.
You can set the security level to O if you leave the user D/
password field blank and press the OK button. (This cannot
be completed when the security is set for reading Viewer
data)

Standby Mode

» The screen does not change to the standby mode.
The display unit will switch to standby mode, but the screen
will not be changed while the Viewer is connected.

Japanese FEP (Help)

* Dictionary information registered on the display unit cannot
be used.

Cursor Information
Storage Address
Status Address
Search Status Address

* Information on the items shown on the left for each part/fea-
ture cannot be obtained.

Operation Log

* A logfileis not saved.

Web Server and FTP
Features

* Web Server and FTP Features do not work.

Monitor

 Logic Monitor, Ladder Monitor, Device Monitor, VM/DVI
and RPA do not work.

Remote PC Access

» RPA feature cannot be used.

Printing feature

* The printing feature does not work.

Transfer Project File

* Project files cannot be transferred.

Monitor

» Device Monitor, Address Monitor and Ladder Monitor can-
not be used.

2-color Backlight
Switching

* 2-color Backlight Switching cannot be used.

Offline mode

 Cannot change to the offline mode.

Bar Code Reader

» A bar code reader cannot be connected.

Modem

» Cannot be connected to a modem.

Function Keys of Hand-
held GP

* Function keys of Hand-held GP cannot be operated.

Playing Movies

* You cannot record or play movies.
* Parts are not displayed.

Others

* Does not respond to the station search of Pro-Server EX.
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37.2.2

Development Process

The following describes the process flow for starting GP-Pro EX, creating a new screen,
displaying screen data from a display unit on a computer, installing GP-Viewer EX for
operation, and operating GP-Viewer EX.

Start GP-Pro EX to create anew

F""37.10.2 Setup Procedure B Starting GP-Pro EX to

1 proj ect file. Creating Projects" (page 37-44)
In GP-Pro EX, draw the screen | - ) )
2 interface. Set GP-Viewer EX "37.10.2 Setup Procedure ® Drawing and Saving"
) . e 37-44
Features and Security. (g )
3 332}523& ?,:eCt Rlestothe & "37.10.2 Setup Procedure B Transfer" (page 37-47)
4 Set a License on the Display 5~ 37.4.2 Setup Procedure B Set up the Display Unit
Unit. License" (page 37-15)
5 Connect the Display Unittoa |9 "37.10.2 Setup Procedure B Connecting the Display
Computer. Unit and Computer" (page 37-48)
N\ /i 37.4.2 Setup Procedure B Installing and Uninstalling
6 Install GP-Viewer EX. GP-Viewer EX" (page 37-16)
7 | |Start GP-Viewer EX.
SO CIPIEIET X Eelliog &~ GP-Viewer EX Operation Manual, "Password Dialog
. \/i ] -View i ual, Wi i
3 !:l d inltgrgcfv\v/iltingiQSISplay Box, Login (When Security is Set Up)"
9 Display and operate GP dataon |“¥~ GP-Viewer EX Operation Manual, "Displaying and
GP-Viewer EX. Operating Display Unit Data from GP-Viewer EX"
10 Save GP-Viewer EX settings and |5~ GP-Viewer EX Operation Manual "Operation
GP screen data to exit. Procedure"
GP-Pro EX Reference Manual 37-9




Settings Menu

37.3 Settings Menu

Some models cannot use the features introduced in this chapter. Check whether your model

supports the features before changing any settings.
&~ "1.3 Supported Features" (page 1-5)

Using GP-Viewer EX to Display and Operate GP Data

Display the
Screen of a
Display Unit.
+— D101
D102 A
LAN D103
Operate the
Screen of a
Display Unit
—_— D101
D102 3011
LAN D103 207]

F137.4.2 Setup Procedure” (page
37-12)

¥~ "37.4.1 Introduction" (page 37-
11)

Restricting Access to GP-Viewer EX

Enter a password

D101
D102 30

D103 [ 20|

53752 Setup Procedure” (page
37-20)

§~"37.5.1 Introduction” (page 37-
19)
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37.4 Using GP-Viewer EX to Display and Operate GP Data

374.1 Introduction

By connecting the display unit (server), and the computer running GP-Viewer EX (client),
you can use the computer to view screens on the display unit. Using this feature, you can
check the displayed content and operate display unitsin remote locations. In the following
example, you can acknowledge the alarm displayed on the GP,

[Yi=lel=yy\ill « To use GP-Viewer EX, a separate license (Type: EX-VIEWER-LICENSE) is
required for each display unit. With a single key code, you can view the

display unit screen on up to three instances of GP-Viewer EX.
» The key code cannot be reissued if you lose it. Please keep it at hand.
« For more information on key code input, see

& Maintenance/Troubleshooting Guide, "Setting up GP-Viewer EX or Remote PC
Access License"

Display the
Screen of a
Display Unit.
«— D101
D102 o
D103 [ 10 |
LAN
Operate the
Screen of a
Display Unit
oice E— D101
D103 D102 m A
D103 20°
LAN [ 20]]
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37.4.2  Setup Procedure

* Please refer to the Settings Guide for details.

F7r37.15.2 System Settings [Display Unit] - [Remote Viewer] Settings Guide" (page
37-80)

Screen of a
Display Unit.

D101 <
D102
D103

LAN

Operate the
Screen of a
Display Unit

—

LAN

B Necessary Device

» Display Unit. (See "37.2.1 Target models B Display Units" (page 37-4) for supported
models.)

* GP-Pro EX (Ver.2.10 or later)

» GP-Viewer EX key code (Product sold separately. Model number: EX-VIEWER-
LICENSE)

» Computer (For supported models, refer to "37.2.1 Target models B Supported Operating
Systems' (page 37-5).)

* LAN cableand HUB (Commercia product)

Procedure Outline

Start GP-Pro EX to create a new project file.

In GP-Pro EX, draw the screen interface. Set GP-Viewer EX Features and Security.
Transfer the project to the display unit.

Set aLicense on the Display Unit.

Connect the Display Unit to a Compuiter.

Install GP-Viewer EX on the computer.

Start GP-Viewer EX.

~ouohr~wnNhnr- N

GP-Pro EX Reference Manual 37-12



Using GP-Viewer EX to Display and Operate GP Data

B From Starting GP-Pro EX to Creating Project Files

Start GP-Pro EX to create a new project file. The startup method is the same procedure as
"5.2.2 Setup Procedure” (page 5-10).

* Please refer to the Settings Guide for details.
F7r5.17.2 [New] Settings Guide" (page 5-102)

B Drawing and Saving

@ Drawing

Draws pictures. For drawing methods, refer to "5.2.2 Setup Procedure B Creating/Saving”
(page 5-15). You can also refer to chapters related to particular features, such as alarms.

[Yi=lol=ty\\ill ¢ There are differences in which features can be used in GP-Viewer EX. The

following describes which features you can use in GP-Viewer EX.

&~ m Difference between GP-Viewer EX and Displays" (page 37-6)

@ GP-Viewer EX Features

In the System Settings workspace, click [Display Unit] and select the [Remote Viewer] tab.
Select the [Enable Remote Viewer] check box to use GP-Viewer EX. Select the [Enable
Screen Changes From Client] check box to run screen change operations on the display unit
from aremote PC.

Fiermate Viewer
[v¥ Enable Remaote Yigwer

[v¥ Enable Screen Changes from Client

« Even when [Enable Screen Changes from Client] is set, if [Write GP-Viewer
Datq] is disabled in the security setup, the screen change from GP-Viewer
cannot be performed.

@ Operation Lock

When multiple GP-Viewers are connected, it is possible to configure them to protect against
multiple users touching screens simultaneously, by locking the other units after you touch
one GP screen or GP-Viewer.

In the System Settings workspace, select [Display Unit] and click [Extended Settings]. Select
the [Enable Operation Lock] check box in [Operation Lock].

When you select the Lock Screen touch check box, you can use the [ Timeout] window to
enter how many seconds to count down until the other GP or GP-Viewer screens are
unlocked after the last touch on the enabled GP or GP-Viewer screen.

NOTE  For more details on Operation Lock, refer to the following:
F76Ina Multiple GP Environment, Make Only One GP Active" (page 7-34)
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Operation Lock

¥ Enable Operation Lock

I Lock Screen Touch

Timeout IED E: g e

@ Security

You can restrict access to GP-Viewer EX by adding security to display screens or individual
features. In the following example, security is set up for screen data operations run from a
computer. Level 1 users can display screen data, and Level 15 users can display and operate
screen data.

1 In GP-Pro EX, from the [Common Settings (R)] menu point to [Security (Q)], select
[Security Password (P)], or click & .

" Common Settings (R)
gj Alarm (a)
nj Sampling ()
Recipe (R 3
| Security (G |% Security Password () |
@ Operation Log Settings (&) T Security Lewvel List (L)
Time Schedule (F) @ Interlock Settings (T
f)  Sound (H)
Text Table (53
Global D-Script (L)
Extended Script (E)

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

vaEaGEEspgl § BeF

Symbol Yariable ()

2 The password setting screen will open. Check [Enable Security Function] and input
password "1111" in [Level 1] and password "5555" in [Level 15].

NOTE » To set up user IDsfor each level, see the following.
& 3752 Setup Procedure B User ID Mode" (page 37-22)
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¥ Enable Security Function
Esport
[T AddUser 1D e Delete

Level Passward

1 1111

2

3

4

5

g

7

g

9

10

11

12

13

14

15 5555

3 Next, when you select the [Set up Functions For Each Feature] check box, you can define
which functions are permitted at each security level set in procedure 2 above. (For example,
[Read GP-Viewer Data] = Level 1, [Write GP-Viewer Data] = Level 15)

v Set Security Level For Each Feature

Iterm Level Dizable |

Ofling Mode 1]

Loagic Monitor 0

Online Logic E diting 0

Fead GP-Viewer Data 1] fee

Wiite GP-Viewer Data 1 O

Wiew Web Server Contents g -
Estended

« If you select Disable, the function cannot be performed regardless of the
security level.
 After selecting Disable, if you want to change it to Enable, modify the
project file with drawing software and then transfer it again. You cannot
change it to Enable from the offline menu.

B Transfer

Transfer Project Filesto the Display Unit.
For the procedure for transferring project files, refer to the following.
&~ "33.1 Settings Menu" (page 33-2)

B Set up the Display Unit License

On the display unit, go to offline mode, and then touch [Main Unit], [Extended Settings], and
[GP-Viewer EX Key Codg].
For details about how to set up the license, refer to the following.
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¥~ Maintenance/Troubleshooting Guide, "Setting up GP-Viewer EX or Remote PC Access
License"

« To use GP-Viewer EX, a separate license (Type: EX-VIEWER-LICENSE) is
required for each display unit. With a single key code, you can view the
display unit screen on up to three instances of GP-Viewer EX.

» The key code cannot be reissued if you lose it. Please keep it at hand.
« When starting GP-Viewer EX without setting up the key code on the display
unit, the trial version will start.

B Connecting the Display Unit and Computer
Use the network HUB or Ethernet cable to connect the display unit to the computer.

[Yielelzy\illl © To communicate using Ethernet, Ethernet settings, such as the IP address
and port number, must be set up on the GP.

* Set up the display unit's IP address in Offline mode. Touch [Main Unit] and
[Ethernet Setup]. For details on the setup procedure, refer to the following.
& Maintenance/Troubleshooting Guide, "Assigning an IP Address to the Display”
* Make sureto use aHUB for Ethernet Communication. 1:1 connections using
a cross cable may not be possible depending on the type of PC and network
card you are using.

B Installing and Uninstalling GP-Viewer EX

@ Install

Install GP-Viewer EX on the computer. You can usetheinstallation CD, GP-Pro EX Ver.2.10
or later, or download the installer from the Pro-face Web site.

[Yielolzty\ill ¢ GP-Viewer EX does not run if installed on an unsupported computer.
» Use a user account with administrator authority for installation.
« Exit all programs including virus check software.

« GP-Viewer EX does not have an Online Update feature.

¢ Installing from CD (GP-Pro EX Ver.2.10 or later)

1 Place the GP-Pro EX installation CD-ROM (Disk?2) in the computer's CD drive.
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2 Inthe GP-Pro EX set up screen, click [GP-Viewer EX].

Pro-face

6r-Prol®
SET UP MENU

“) wnGP
) Pass Through

&
Q1

(Bit)

3 Follow the instructions in the installation wizard.

i'é“ GP-Yiewer EX - Installshield Wizard [ x]

Welcome to the InstallShield Wizard for
GP-Viewer EX

The InstallShieldR) Wizard will install GP-Yiewer EX on your
s — computer, To conkinue, click Mext,

B )

| H i
WARNING: This program is protected by copyright: law and
international treaties,

= Back I Mext = I Cancel |

-

4 To specify theinstallation folder, in the next screen click [Change] and define a folder path
with 80 single-byte characters or less.

i'é‘- GP-¥iewer EX - InstallShield ¥Wizard [x]

Destination Folder .
Click Next to install to this Folder, or click Change to install to a different Fal !

G Install GP-Viewer EX to:
C:\Program FilesiPro-facelGP-viewer EX) Change... |

Pro-face p—
ISk jad Said dnd iR Bmg
Technical Support Web Resource

[Otasuke Pro!l] avorle

WP aCERCON OLASTIKEY)

Tnistal|Shield

< Back | Next = | Cancel I
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5 The following message appears. Click OK to complete the installation.

i'é‘- GP-¥iewer EX - InstallShield Wizard [x]

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed GP-Yiewer
Ex. Click Finish to exit the wizard,

= Back I Finish I Cance|

* Downloading and Installing from the Web site

* The GP-Viewer EX installer can be downloaded from the Pro-face support
site "Otasuke Pro!" (http://www.pro-face.com/ctasuke/).

1 After downloading, double-click the file. In the confirmation message box click [RUN].

2 Follow the instructions in the installation wizard.

@ Uninstall
Uninstall GP-Viewer EX from the computer.

Uninstall using Windows Control Panel, [Add/Remove Programs]

From the task bar, click [Start], point to [Settings] and then click [Control Panel]. In the
[Control Panel], select [Add/Remove Programg]. In the list of installed applications, select
[GP-Viewer EX] and click [Remove] to uninstall.
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37.5 Restricting Access to GP-Viewer EX

375.1 Introduction

Set up security to place restrictions on which people can display and operate GP-Viewer EX
to view and interact with data on the display unit. Set up security level 15 and password
"B5555" for maintenance staff. Set up security level 1 and password "1111" for status
monitoring staff.

For the security settings, there are level mode settings and user ID mode settings.

LITTEIEIN

Enter a password

A
LI

D101
D102 [30 |

D103 [ 20]

o
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37.5.2  Setup Procedure

* Please refer to the Settings Guide for details.
¥~ "22.10.1 Common (Security Settings) Settings Guide" (page 22-40)

Set up security level 15 and password "5555" for maintenance staff. Set up security level 1
and password "1111" for status monitoring staff.

Enter a password

U IIEEET N

D101
D102 30

D103 [ 207

« Security level O means no security is set.

B Level Mode

Registers passwords for security levels 1 to 15 and defines the security level for each display
screen.

1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [ Security
Password (P)] or click #w on the toolbar.

" Common Settings (R)
gj Alarm (a)
nj Sampling ()
Recipe (R 3
| Security (G |% Security Password () |
@ Operation Log Settings (&) T Security Lewvel List (L)
Time Schedule (F) @ Interlock Settings (T
f)  Sound (H)
Text Table (53
Global D-Script (L)
Extended Script (E)

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

vaEaGEEspgl § BeF

Symbol Yariable ()
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2 The password setting screen will open. Select the [Enable Security Function] check box and
type password "1111" for [Level 1], and password "5555" for [Level 15].

¥ Enable Security Function
Esport
[T AddUser 1D e Delete

Level Passward

1 1111

2

3

4

5

g

7

g

9

10

11

12

13

14

15 5555

« Each password should be 8 single-byte characters or |ess.

3 Next, select the [Set up Functions at Each Security Level] check box and define the security
level set in the above procedure 2 for each [Item]. (For example, [Read GP-Viewer Data] =
Level "1", [Write GP-Viewer Data] = Level "15")

¥ Set Security Level For Each Feature

Ibem | Lewvel Dizable |

LthRe Mode 1}

Logic: Maonitor 0

Online Logic Editing 0

Read GP-Viewer Data 0 [

Write GP-Viewer D ata 1 |

Wiew Web Server Contents S -
Extended

« If you select Disable, the function cannot be performed regardless of the
security level.
 After selecting Disable, if you want to change it to Enable, modify the
project file with drawing software and then transfer it again. You cannot
change it to Enable from the offline menu.
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4 From the [Common Settings (R)] menu, point to [Security (Q)] and select [Security Level

List (L)].

Restricting Access to GP-Viewer EX

Common Settings (R}

Alarm (&)
Sampling ()

Recipe (R

| Security (O

T Security Password (P

&

Time

5 For the monitor screen (Screen: B1) set a[Security Level] of 1, and for the maintenance

Cperation Log Settings (&)

Schedule (F)

screen (Screen: B2) set a[Security Level] of 15.

|'Pfﬁ Security Lewvel List (L) |

@ Interlock Settings (1)

Screen Al

Securty Level |

Title

B1
B2

1 Monitar Screen
15 Mantenance Screen

EX.

&~ GP-Viewer EX Operation Manual, "Displaying and Operating Display Unit Data from

GP-Viewer EX"

 After setting up security levels, transfer the project to the display unit.
 Refer to the following for information on security operationsin GP-Viewer

B User ID Mode

Register user IDs and passwords for each security level, then the security level for each

display screen.

1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [Security

Password (P)] or click

&5 on the toolbar.

Common Settings (R)

g Alarm (A
nj Sampling ()
Recipe (R

Security (G

O Security Password (F) |

@ Operation Log Settings (&)
Time Schedule (F)

f)  Sound (H)

Text Table (53

Global D-Script (L)
Extended Script (E)

Sw  Security Lewvel Lisk (L)
@ Interlock Settings (T

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

vaEaGEEspgl § BeF

Symbol Yariable ()
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|

2 In the Set Password screen, select the [Enable Security Function] and [Add User ID] check
boxes. Click [Create] to add one set of settings: Security Level, User ID, and Password.

—Iv Enable Security Function

Export
v pdd User D Hew Delete

Level | D | Pazgword |

1
1
3 Set the security level, user ID, and password for status monitoring and maintenance staff (for

example, Status Monitoring: (For example, Status Monitoring: [Level] ="1", [Password] =
"1111", [ID] = "Monitor"; Maintenance: [Level] ="15", [Password] = "5555", [ID] =

"Admin")
—I¥ Enable Security Function
Espart
v &dd Uszer ID MHew Delete
Lewvel | [} | FPazsword |
1 b onitar 111
15 Adrin 5555

« Each password should be 8 single-byte characters or |ess.
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4 Next, select the [Set up Functions at Each Security Level] check box and define the security
level set in the above procedure 2 for each [Item]. (For example, [Read GP-Viewer Data] =
Level "1", [Write GP-Viewer Data] = Level "15")

¥ Set Security Level For Each Featurs

Item Level Disable | «
line Mode

Logic Monitor

Read GP-Viewer Data
Wiite GP-Viewer Data
Wiew web Server Contents 15 -

1]
Online Logic Editing 1]
1]
1

Extended

» When defining [Read GP-Viewer Data), first set up the level for [Write GP-
Viewer Datd].
 After setting up security levels, transfer the project to the display unit.
 Refer to the following for information on security operationsin GP-Viewer
EX.

&~ GP-Viewer EX Operation Manual, "Displaying and Operating Display Unit Data from
GP-Viewer EX"

« If you select Disable, the function cannot be performed regardless of the
security level.

 After selecting Disable, if you want to change it to Enable, modify the
project file with drawing software and then transfer it again. You cannot
change it to Enable from the offline menu.

[Yielel=y\\ill © When security is not set up for [Read GP-Viewer Data], the security level is
reset to 0 if an incorrect password is entered in the [Switch User ID] or

[Change Security Level] dialog box.
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37.6 Using Synchronous and Asynchronous Modes with GP-
Viewer EX

37.6.1 Screen Mode

In screen mode, there are two methods of displaying GP-Viewer EX: Synchronous Mode and
Asynchronous Mode. Synchronous mode shows the same screen data as the display unit.
Asynchronous Mode shows screen data independent of screen changes on the display unit.
The screen mode, the security level on the display unit, and the GP-Viewer EX login security
level affect GP-Viewer EX operations. The following describes how the relationship between
the screen mode and security level affects operations.

Screen mode

Synchronous Mode | GP-Viewer EX displays the same screen as the display unit.

GP-Viewer EX can display a different screen than the display unit.
Asynchronous Mode | Screen changes on the display unit do not affect the GP-Viewer EX
screen.

37.6.2 On GP-Viewer EX Startup

The relationship between the screen mode and security level when starting up GP-Viewer EX
isasfollows.

Screen mode when

Setting file . . .
saving setting files

GP-Viewer EX operation

If you succeed in login at a security level of
the screen displayed on the display and
above, the screen of the display is displayed

in nchronous Mode].
None — [Sy ]

Asyou do not have appropriate security
access rights to view the current screen on
the display unit, it shows the display unit's
initial screen in [Asynchronous Mode].

If you succeed in login at a security level of
the screen displayed on the display and
above, the screen of the display is displayed

Synchronous Mode in [Synchronous Mode].

Asyou do not have appropriate security
access rights to view the current screen on
the display unit, it shows the display unit's
initial screen in [Asynchronous Mode].

Enable

Shows the display unit'sinitial screenin

Asynchronous Mode [Asynchronous Mode].
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37.6.3 When Changing Screens

(1) Synchronous Mode (When the display unit and GP-Viewer EX security levels are

the same "1")
* Changing screens from the display unit

Security Level 1

P ATEEETIN

Security Level 1

The display screen m - A £
has changed. m Detects the screen change

oEE L

ot

Security Level 1

Also change screen
on the computer

LTI

Security Level 1

A

Security Level 1

Change screen
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e Changing screens from GP-Viewer EX

Security Level 1

Switch to screen B. !ﬂ
i@
|

Security Level 1

A

Security Level 1

Check whether the ﬂ - A 7 S
display screen has Detects the screen change
changed.

it D

>, o

Security Level 1

Also change screen
on the computer

v

Security Level 1

Change screen
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(2) Synchronous Mode (When the display unit security level is "10", and the GP-
Viewer EX security level is "1")

GP-Viewer EX operator authorization Display unit operator authorization
(Security Level 1) (Security Level 10)

A Security Level 1
~—— Screen A

Change screen

The screen has
changed, but its
security level is
higher than that of
the previous screen.

Detects t%e screen change | [Security Level 10

Screen C

Security level 10. The GP-Pro EX
Because the screen % screen is not
security level is synchronized with the
higher than that of ~  Z display unit.
GP-Viewer EX, you ﬂ

will be taken back to
the previous screen.

+ When GP-Viewer EX does not have access rights to security level 10, in the
screen authentication dialog box click [Cancel] to return to the previous
screen and enter [Asynchronous Mode].

* When GP-Viewer EX has access rights to security level 10, type the
password to display the same screen as the display unit.

* If apopup window operation occurs at the same time as a screen change,
even if authorization on the display unit is not at security level 10, the popup
window operation may be forced through.
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(3) Synchronous Mode (When the display unit security level is "1", and the GP-
Viewer EX security level is "10")

GP-Viewer EX operator authorization
(Security Level 10)

Security Level 1

Change to screen C
(security level 10).

Check whether the
display screen has
changed.

Also change screen
on the computer

Display unit operator authorization

(Security Level 1)

Security Level 1

Screen A

Screen A

Security Level 10

Screen C

Detects t%e screen change

* Force a screen change

Security Level 10

Screen C

[Yielel=ty\ill ¢ When you use GP-Viewer EX to change the display unit to a higher security
level screen, before terminating the GP-Viewer connection you should return

the display unit to a screen with a security level that allows operations by the
current panel operator.
When you use GP-Viewer EX to temporarily change to a higher security
level, the panel operator on the display unit logged in at a lower security level
may not be able to run any operations.If you exit GP-Viewer EX with the
display unit at a high security level, reconnect to the display unit using GP-
Viewer EX then change to a lower security level screen.
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(4) Asynchronous Mode (When the GP-Viewer EX security level is "1")

GP-Viewer EX does not synchronize its screen with the display unit. Even if a screen change
occurs on the GP, GP-Viewer EX continues displaying the same screen.

Security Level 1 Security Level 10
A
- A b
LI
Change screen
Security Level 1 Security Level 10
A
- B |
LI
Change screen .
Security Level 1 Security Level 10

«J

D\

Security Level 1 Security Level 10

A °
~ £

LN
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37.6.4  When Running Screen Operations

Screen
Change
Screen mode 2:?23: G\li\{?/ivf/recinl]zx GP-Viewer EX operation

(Enable/

Disable)
Operations on GP-Viewer EX are
reflected by the display unit. Note that
only the displayed screen is the same,

o o and that not all operations are

synchronized. For example, for alarm
display operations, the scroll position
between the display unit and GP-
Viewer EX may be different.

You can view the current screen on
the display unit and change device
address values, but you cannot initiate
screen change operations. However, if
X @] achangein adevice address value
triggers the screen change operation,
then the display unit will change
screens, and the GP-Viewer EX
screen will follow suit.

Synchronous
Mode

Remote display of the display unit
screen. On screen change, an
authentication screen displays. If
authentication is successful, you can
O X change screens from GP-Viewer EX.
Successful authentication allows
change screen operations with the
connection, aswell aswrite
operations from GP-Viewer EX.

Remote display of the display unit
screen. Operations are not allowed.
X X Changing screens on the display unit
also changes screensin GP-Viewer
EX.

Continued
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Screen
Change
Change Write from . .
Screen mode Screen GP-Viewer EX GP-Viewer EX operation
(Enable/
Disable)
You can use GP-Viewer EX to display
OorX : .
adifferent screen from the display
(Does not : . o
unit, to enable daily monitoring. If
depend on the @] . ) . S
maintenance is required, login with
screen change . .
sattings) the appropriate security level, and
':‘A%”;hronous write values to device addresses.
Oor X For mai ntenance purposes, you can
(Does not remotely monitor the screen. No
depend on the X operations or changes are possible.
screen change Always displays the defined screen
settings) for daily monitoring.
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37.7 Display/Maintain GP Alarms or Device Addresses with
Web Server/Browser

37.7.1 Web Server

B Summary

The Web Server makes alarms and device addresses available for display in Internet
Explorer. You can also access files on a CF Card or a USB storage device, allowing for
simple maintenance tasks.

To use the Web Server, the computer and display unit must be on the same network,
and in the GP-Pro EX Remote Viewer settings, the [Web Server] group's [Enable Web
Server] check box must be selected.

M License

This feature does not require alicense.

The CD for GP-Pro EX version 2.10 or later comes standard with Web Contents. You can use
Web Contents by downloading it to the GP, and using a computer attached to the same
network to view the web contents on the GP.

B Full Configuration
The following describes the layout of connections and options when using the Web Server.

(Triggered )

08117 10:08 Aby ure LI Acknow|edgeg{

08/17 10:10 Abi ure ] 1
08/17 10:10 Abnormal | Temperature O - [=
08117 10:11 Abnormal pressure 10:11 E
ol
AN LAN 0 B
U IREET I ]

USB Storage

ol =

Transfer Standard HTML
Template to the CF Card or USB
Storage
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37.8 Web Server Operation Environment and Development
Flow

37.8.1 Target models
The following lists the display unit models that support Web Server.
W Display Units

Series Model M odel number
GP3200A*1 AGP3200-A1-D24
GP3200T * AGP3200-T1-D24

GP-3300HL AGP3300H-L1-D24
GP-3300HS AGP3300H-S1-D24
GP-3310HT AGP3310H-T1-D24
GP3300L "+ AGP3300-L1-D24
AGP3300-L1-D24-D81K
AGP3300-L1-D24-D81C
AGP3300-L1-D24-FN1IM
AGP3300-L1-D24-CA1IM
GP3300S* AGP3300-S1-D24
AGP3300-S1-D24-D81K
AGP3300-S1-D24-D81C
AGP3300-S1-D24-CA1M
GP3300T * AGP3300-T1-D24
AGP3300-T1-D24-D81K
GP-3000 Series AGP3300-T1-D24-D81C
AGP3300-T1-D24-FN1IM
AGP3300-T1-D24-CA1M
GP3400S AGP3400-S1-D24
AGP3400-S1-D24-D81K
AGP3400-S1-D24-D81C
AGP3400-S1-D24-CA1M
GP3400T AGP3400-T1-D24
AGP3400-T1-D24-D81K
AGP3400-T1-D24-D81C
AGP3400-T1-D24-FN1IM
AGP3400-T1-D24-CA1M

GP3450T AGP3450-T1-D24

GP3500L AGP3500-L1-D24
AGP3500-L1-D24-D81C

GP3500S AGP3500-S1-D24

AGP3500-S1-D24-D81K
AGP3500-S1-D24-D81C
Continued
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Series

Model

M odel number

GP-3000 Series

AGP3500-S1-D24-CA1M

AGP3500-S1-AF

AGP3500-S1-AF-D81K

AGP3500-S1-AF-D81C

AGP3500-S1-AF-CAIM

GP3500T

AGP3500-T1-D24

AGP3500-T1-D24-D81K

AGP3500-T1-D24-D81C

AGP3500-T1-D24-FN1IM

AGP3500-T1-D24-CA1M

AGP3500-T1-AF

AGP3500-T1-AF-D81K

AGP3500-T1-AF-D81C

AGP3500-T1-AF-FN1M

AGP3500-T1-AF-CA1M

GP3510T

AGP3510-T1-AF

AGP3510-T1-AF-CA1IM

GP3550T

AGP3550-T1-AF

GP3560T

AGP3560-T1-AF

GP3600T

AGP3600-T1-D24

AGP3600-T1-D24-D81K

AGP3600-T1-D24-D81C

AGP3600-T1-D24-FN1IM

AGP3600-T1-D24-CA1M

AGP3600-T1-AF

AGP3600-T1-AF-D81K

AGP3600-T1-AF-D81C

AGP3600-T1-AF-FN1M

AGP3600-T1-AF-CA1M

GP3650T

AGP3650-T1-AF

GP3750T

AGP3750-T1-AF

AGP3750-T1-D24

*1 When using the Web Server with GP-3200 and 3300 Series display
units, 1 MB must be reserved in the User Screen Area. The Web

Server adds 1 MB to the send data size.
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B Supported Operating Systems

The following lists operating systems that support the Web Server.
Windows® 2000 (Service Pack 3 or later),

Windows® XP (Service Pack 2)

Windows Vista® Ultimate

Windows Vista® Home Premium/Basic

Windows Vista® Business

Windows Vista® Enterprise

Windows Server® 2003 (Service Pack 2)

W Target browser

Internet Explorer 6.0
Internet Explorer 7.0

GP-Pro EX Reference Manual 37-36



Web Server Operation Environment and Development Flow

37.8.2 Supported Features

B Features that Enable Display and Operations with Standard HTML
Templates

* Loginto Web site

» Log off from Web site

» Device View

*  When GP-Viewer EX isinstalled on the computer, start GP-Viewer EX

» Connect to the display unit's CF Card or USB storage using the FTP server function to get
files, delete files, change attributes, and write files

* Alarm display

» Alarm display (RSS data display)
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37.8.3 Development Process

1 Start GP-Pro EX to create anew |“¥~ "37.4.2 Setup Procedure B From Starting GP-Pro

project file.

EX to Creating Project Files" (page 37-13)

\ 4

and security.

In GP-Pro EX, draw the screen
2 | |interface. Set up the Web Server

&~ "37.4.2 Setup Procedure B Drawing and Saving"
(page 37-13)

¥

3 Transfer the project to the display

unit.

& 331 Settings Menu" (page 33-2)

\ 4

Transfer the standard HTML & "37.10.2 Setup Procedure 4 Transferring the
4 gglgedgéh;g:_:gﬁy unit's CF Standard HTML Template" (page 37-47)

\ 4

5 Connect the Display Unit to a

Compuiter.

5~ "37.10.2 Setup Procedure B Connecting the Display
Unit and Computer” (page 37-48)

\ 4

6 Start Internet Explorer and set up |~ "37.10.3 Operating Procedure B Starting and Setting

Internet options.

up Internet Explorer" (page 37-49)

\ 4

7 Connect to the Web Server.
(Loginif security is set up.)

5~ "37.10.3 Operating Procedure B Connecting to the
Web Server" (page 37-49)

¥

8 Display and operate GP datain

Internet Explorer.

F~37.10.3 Operating Procedure B Viewing and
Operating GP Data on the Web Server" (page 37-
51)

. 4

9  |Log off.

§37.10.3 Operating Procedure B Logging off the
Web Server" (page 37-54)
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Settings Menu
|

37.9 Settings Menu

Some models cannot use the features introduced in this chapter. Check whether your model
supports the features before changing any settings.
&~ 1.3 Supported Features" (page 1-5)

37.9.1  Web Server Settings

Displaying and Editing Addresses Via Web Server

D101 [ 20 ]
. D102 [_30 ]f| |
8 Bl 8 |8 D103 [ 10 |
B 8 18 B
HRERERERE

Display device/PLC
data

Internet Explorer

" &~ "37.10.2 Setup Procedure" (page
37-43)

¥~ "37.10.1 Introduction” (page 37-
42)

D101
[ D102
D103

o

loooon)]
l5oooon)]
l5oooon)]
[Goooon)]

Write data to
devices/PLCs /~ Internet Explorer N\
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Displaying Alarm information on the Web Server

( Triggered )

M, 017 10:08 Abnormal pressure_10:10( Acknowledge@
_-_ 08/17 10:10 Abnormal Pressur& T0:
} 08/17 10:10 Abnormal Temperature
Aam 1 08/:17 WOEM Abno:rmalptessure:w:ﬂ o}

Internet Explorer

Fr37.11.2 Operating Procedure”
(page 37-56)

¥~ "37.11.1 Introduction” (page 37-
55)

Displaying Alarm Information as RSS Data on the Web Server

Alarm 1

08/
08/

3 0

08/

7 10:09 Abnormal Pressure 10:10
7 10:10 Abnormal Pressure 10:10
710:10 Abnormal Temperature

710:11 Abnormal Pressure 104

1
1
i
i

, RSS data
1

a
Ad

(Recovered)

4 RSS reader

Abnormal Pressure
Abnormal Temperature

Check whether
abnormal pressure

has been restored

- J

F7r37.12.2 Setup Procedure" (page
37-58)

¥~ "37.12.1 Introduction” (page 37-
57)
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Using the Web Server to Transfer Files to the CF Card or USB Storage

— 3 A AN
JE B R W NN
—_1TAANAN
5~ 137.13.2 Setup Procedure" (page
37-61)
F~"37.13.1 Introduction" (page 37-
el 60)
CF Card
(USB memory)
or \FILE
) AARM
\SAMP

Restricting Access to the Web Server

|

&~ r37.14.2 Setup Procedure" (page

Enter a password 37-68)
&~ 37.14.1 Introduction" (page 37-
67)

D101
D102 [ 30 ]

D === J D103 [ 20 |7
|
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Displaying and Editing Addresses Via Web Server
|

37.10 Displaying and Editing Addresses Via Web Server

37.10.1 Introduction

Using the Web Server feature, you can use Internet Explorer to display and change device
address values of networked GPs and connected devices/PLCs.

D101 [ 20 ]

] D102 [ 30 ]|

= mERE D103 [ 10 ]
al (O (gl |
HRERERENE

Display device/PLC
data

Internet Explorer

D101
= D102 [ 30 |
D103

5 |
[Goooool
[Goooool
[Goooool
[Gooooal

Write data to
devices/PLCs
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37.10.2 Setup Procedure

* Please refer to the Settings Guide for details.
¥~ r37.15.1 Standard Template HTML Setting Guide" (page 37-73)

F7r37.15.2 System Settings [Display Unit] - [Remote Viewer] Settings Guide" (page
37-80)

D101
= D102
D103

=
[5oooan]
[5oooan]
[ooooon)
[Goooon)

LAN

Display device/PLC
data

PR

Internet Explorer

D101
- D102 [ 30 |
D103

o |
[ooooool
[ooooool
[ooooool
[cooooal

LAN

—
Write data to
devices/PLCs

Internet Explorer
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B Necessary Device

1 Display Unit. (See"37.8.1 Target models B Display Units" (page 37-34) for supported
models.)

2 GP-Pro EX (Ver.2.10 or later)

3 Computer (For supported models, refer to "37.8.1 Target models B Supported Operating
Systems" (page 37-36).)

4 LAN cable and HUB (Commercial product)

B Procedure Outline

1 Start GP-Pro EX to create a new project file.

2 In GP-Pro EX, draw the screen interface. Set up the Web Server and security.
3 Transfer the project to the display unit.

4 Transfer the standard HTML template to the display unit.

5 Connect the Display Unit to a Computer.

6 Start Internet Explorer and set up Internet options.

B Starting GP-Pro EX to Creating Projects

Start GP-Pro EX to create a new project file. The startup method is the same procedure as
"5.2.2 Setup Procedure” (page 5-10).

* Please refer to the Settings Guide for details.
& 517.2 [New] Settings Guide" (page 5-102)

B Drawing and Saving

@ Drawing
In GP-Pro EX, draw the screen interface. For drawing methods, refer to "5.2.2 Setup
Procedure B Creating/Saving" (page 5-15). You can also refer to chapters related to
particular features, such as alarms.

[Yielelzy\illl © There are differences in which features can be used in the Web Server. The
following describes which features you can use in Web Server.

F 3 Supported Features" (page 1-5)

€@ Web Server Features
In the System Settings workspace, click [Display Unit] and select the [Remote Viewer] tab.
In the [Web Server] area, select the [Enable Web Server] check box. For the [Destination],
select where to transfer the standard HTML template required by the Web Server from [CF
Card] and [USB Storage], and define the destination [Folder]. (For example: [Destination] =
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CF Card, [Folder] = WebSite,
[Default page when there is no file name] = default.html, [HTTP Port Number] = 80

BT T T R —
¥ Enable web Server

Destination * CFCad { USE Storage

Falder wiehSite
Default page when there iz no file ]default.html
HTTP Part Number [a0 =g

@ Security
Set up security to place restrictions on which people can display and operate Web Server to
display and interact with data on the display unit. Set up security level 15 and password
"B5555" for maintenance staff. Set up security level 1 and password "1111" for status
monitoring staff.

« You can use the Web Server without setting up any security.

1 In GP-Pro EX, from the [Common Settings (R)] menu point to [Security (Q)], and select
[Security Password (P)], or click &, .

" Common Settings (R)
gJ Alarm (a)
ﬁ—] Sampling ()
Recipe (R 3
Security (G |% Security Password () |
@ Operation Log Settings (&) T Security Lewvel List (L)
Time Schedule (F) @ Interlock Settings (T
f)  Sound (H)
Text Table (53
Global D-Script (L)
Extended Script (E)

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

vTALGEEDPEDEL § BeF

Symbol Yariable ()

2 The password setting screen will open. Check [Enable Security Function] and input
password "1111" in [Level 1] and password "5555" in [Level 15].

« To set up user IDs for each level, see the following.
&~ m User ID Mode" (page 37-70)
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—Iv Enable Security Function

[~ Add User D Hew

Export

Delete

Level Fazsword

—_

1111

00 = M M &= ) M

g
10
i
12
13
14
15 5555

3 Next, when you select the [Set up Functions at Each Security Level] check box, you can

define which functions are permitted at each security level.

(For example, [Read Web Server Data] = Level 1, [Write Web Server Data] = Level 15)

¥ Set Securty Level For Each Feature

Ikem

| Level Dizable | «
LI

WTikE P-Viewer Uafa
View Web Server Contents
Fead Web Server Data

1]

Wwirite 'Web Server Data

Fewview fles in FTP falder
Save or delete files in FTF folder

0
1

{15 O
0
0 O =

Extended

« If you select Disable, the function cannot be performed regardless of the

security level.

 After selecting Disable, if you want to change it to Enable, modify the
project file with drawing software and then transfer it again. You cannot

change it to Enable from the offline menu.
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B Transfer

In order to use the Web Server feature, the following two types of data transfer must be
performed.

1. Transfer a project file to the GP.

2. Transfer Standard HTML Template to the CF Card or USB Storage

& Transfer Project File
Transfer Project Files to the Display Unit.
For the procedure for transferring project files, refer to the following.
&~ "33.1 Settings Menu" (page 33-2)
@ Transferring the Standard HTML Template
1 Onthe GP-Pro EX state tool bar, click the Transfer Project icon to activate [ Transfer Tool].

=T Transfer Tool [ (O =]

File {F)  Transfer (T Settings {3} Help {H)

=i cand Project Praject Information m
Froject File Mame -]
i sl [Digplay Unit Model : AGP-3500T)
Comment
Compare Project
ate |
[2007/07 /05 16:54]
Diizplay Unit :
Infarmation Designer
@ [ ﬁ CF Card Transfer operation pazsword -
@ 4| | Connection __j J_.l
. 3 4;} g temary Loader &
L] h Transter Information U Transfer Settings

Device

DDD & @ SendWebste | [USE]

Trangfer Project
[Autamatic]

Transfer spstem
[Autamatic]

Cloze i

4

2 Click [Send Web site] to display the following dialog box. In the [Transfer From] field,
identify the location of the standard HTML template. Create afolder to save the template to
be transferred in the destination media, and enter the name of the folder. (For example:
Website). Click [OK] to start transfer.

Source
[ Program FiestPro-ace\GP-Pro EX 22 Ak
Transfer

Destination  USE Storage

Falder

IWebSite
Update zetting
It diszontinues it when there is a file.
()3 Cancel
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« To use the Web Server, be sureto transfer the standard HTML template to the
display unit. The standard HTML templateisinstalled in C:\Program
Files\Pro-face\GP-Pro EX 2.1\HTML Content. For transfer methods, refer to
the following.

5~ "33.10 Setting Up Transfer Tool" (page 33-58)

» The system program on the display unit (Runtime) must be GP-Pro EX Ver.
2.10 or later, or you cannot transfer the standard HTML template to the
display unit.

« If [Transfer Site Datq] is selected in the [ Transfer Settings] tab on the
[Transfer Settings] screen displayed when [Settings] is clicked, the project
file transfer and the standard HTML site transfer will be performed at the
same time. For more details, please refer to the following.

&~ "33.10.1 [Transfer Settings] Settings Guide" (page 33-61)

« |f you upgrade Runtime, please also upgrade (transfer and overwrite) the
HTML template. Otherwise, it may not function properly.

3 When transfer is completed, the state of the dialog box changes from [Transferring] to
[Transfer Complete]. Click [Close] to close the dialog box.

B Connecting the Display Unit and Computer
Use the network HUB or Ethernet cable to connect the display unit to the computer.

[Yilely/\\ill ° To communicate using Ethernet, Ethernet settings, such as the IP address
and port number, must be set up on the GP.

* Set up the display unit's |P address in Offline mode. Touch [Main Unit] and
[Ethernet Setup]. For details on the setup procedure, refer to the following.
& Maintenance/Troubleshooting Guide, "Assigning an IP Address to the Display”
» Make sureto useaHUB for Ethernet Communication. 1:1 connections using
a cross cable may not be possible depending on the type of PC and network
card you are using.
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37.10.3 Operating Procedure

B Starting and Setting up Internet Explorer
1 Start Internet Explorer.

2 From the [Tools] menu, select [Internet Options]. In the [Internet Options] dialog box, click
the [Advanced)] tab to set up the following items.
(1) Select [Enable FTP folder view (outside of Internet Explorer].

(2) Clear [Show friendly HTTP error messages].

(3) Select [Use Passive FTP (for firewall and DSL modem compatibility)].

Internet Options ﬂ E
Generall Securityl F'rivac:_l,ll Eontentl Eonnectionsl Programs ~ Advanced

Settings:

Motify when downloads complete ;I
Feuze windows for launching shortcuts
iendly HTTP eror meszages
By O
Show Go button in Address bar
Underline links
@ Always
O Hover
O MNever
O Use inline AutoComplete
Usze Pazsive FTF [for firewall and DSL modem compatibility]
Use smaoth scralling
&] HTTP 1.1 settings
Use HTTP 1.1
[ Use HTTP 1.1 thraugh proxy connections

Ly Java [Sun) -
q e
Restore Defaults |

QK I Cancel | Apply |

B Connecting to the Web Server

1 Start Internet Explorer, and in the Address bar enter the |P address of the display unit.
(For example, 192.168.0.1)

%3 Remote Maintenance - Microsoft Internet Explorer

File Edit ‘iew Faworites Tools  Help

Qe - Q- X Bl W

Address | €] httpii192.168.0.1/

/ ' Search = - Favorikes  «
Ly
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2 Pressthe Enter key to connect to the display unit's Web Server. If security is set up, the [Enter

Network Password] dialog box appears. Enter the password, which can be up to 8 single-byte
characterslong, and click [OK].

(For example, "5555" (Security level that enables viewing and operating GP data)

Enter Network Password B3

% This secure Web Site [at 192 168.0.1 ] requires you ta log on.

Fleaze type the User Mame and Pazzword that pou use for
Pro-face ‘web_Server.

Uszer Mame I j

Passward I

™ Save this password in your password list

()8 I Cancel

 When the [User D] is set up in the security settings, the [User Name] also
needs to be inputted.
« If security is set up and you exit Internet Explorer, the next time you
reconnect, even if you type the URL to connect directly to the Web Server,
you need to input the password again.

3 When you connect to the display unit's Web Server, the following [Welcome] screen appears.

2 Remote Maintenance - Microsoft Internet Explorer [_10]
Fle Edt View Favorites Tools  Help o
O Beck - () - (%] (2] , ) search --_J'j':‘:' Favorites 0%
Address [&] hitp:/192.168.0.1fgofarmjContraller7req=framedang sen = Beo
Japanese English
F =
ro-face GP3000serES HITe)
Remote maintenance
Enquipment Infarmation Wigwe Jevic e Alarm Information File Transfer Log-Off
D welcome
&] Done

9 Internet
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B Viewing and Operating GP Data on the Web Server
1 From the HTML menu, select [Device View].

2 [Device View] screen defines the range of device addresses to display and the update rate.
Define the [Device/PLC Name], [Device Address], [Access Points], [Data Type], and aso
the monitoring frequency in the [Update Frequency] field. [Start Monitoring] is selected to
begin.(For example, [Device/PLC Name] = PLC1, [Device Address] = D101, [Access
Points] = 4, [Data Type] = 16 bits Signed, [Update Frequency] = 60

/2 Remote Maintenance - Microsoft Internet Explorer _[of[x
Fle Edit View Favorites Tools  Help ‘ i
ek - ) - ﬂ @ ;\||/-\‘Search S;"\?F aaaaa tes €4f| T
Address [{€] http://192.188.0. 1jgoform/Controller?req=Frametlang=en B
Japanese English
-
Pro-face GP3000seres  fIHZ)
Remote maintenance
Enquipment Infarmation Wigwe Jevic o Alarm Information File Transfer Log-Off
D Device View
D107
16 bit signed -
+0 +1 +2 +3
~ DO00101 20 30 10 1
|&] pone [ B v

3 Click avaueto display the [Device View Write] dialog box, and enter anew valuein the
[Valug] field. [Click [Write] to set the value to the device/PL C connected to the GP. (For
example, [Device Address] = D103, [Value] = 20)

- Microsoft Internet Explorer

Dao103

[z0
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[Yielely\ill © When displaying a Web page in Windows XP Service Pack 2, because the
default setting blocks popup windows, make sure you allow popups so you
can view the Web page and enter values on the Web Server.

The following describes the steps to allow popups.

Allowing Popup Windows From a Specific URL

In Internet Explorer, from the [Tools] menu point to [Pop-up Blocker] and
select [Pop-up Blocker Settings].

In the [Address of Web site to allow] field, type the URL and then click [Add].

Pop-up Blocker Settings

x|
[ Exceptions
Pop-ups are currently blocked. You can allow pop-ups from spectt
‘Web sites by adding the site ta the list below,
Address of Web site to allow:
|
Allowed sites:
Eemove |
Fremawe All |
i~ Motifications and Filter Level
¥ Play a sound when a pop-up is blocked,
¥ Show Information Bar when a pop-up is blocked.
Filter Lewvel:
IMedlum Block most automatic pop-ups j
Pop-up Blocker FAQ Cloze |

Temporarily Allow Popups

Click the information bar and select [Temporarily Allow Popups] to display the
blocked window. You can input multiple values at one time.

- Microsoft Internet Explorer
File Edt Wew Favorktes Tools Help

(Poock - () - I_LI IELI A ‘ /'? Search ‘i'\':‘Favnrites &t‘ - b7 8

Address |

Pop-up blocked. To see this pop-up or additional options click here. ..

- Microsoft Internet Explorer

File Edit View Favorites Tools Help

OBack ks d Igl ;\J | /.7\Ssarch \‘:-\\r Favorites {_‘_"{ - = lj P
Addrassl

Seftings »

Information Bar Help
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« Inthe[Value] field, input multiple values separated with either spaces or
commas. Select [Write] to write the values to consecutive addresses from the
defined address. Note, the number of consecutive addresses you can write to
depends on the [Data Type], as follows.

Data Type Input Points

Bit 128 points
16 Bit Signed 36 points
16 Bit Unsigned 42 points
16 Bit Hexadecimal 51 points
32 Bit Signed 21 points
32 Bit Unsigned 23 points
32 Bit Hexadecimal 28 points
Single-precision floating point 28 points
Double-precision floating point 14 points
Text 256 bytes

/] writing to Device Yiew complete - Microsoft Internet Explorer
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B Logging off the Web Server

1 When you have completed viewing and operating the GP, log off from the Web Server. From
the menu, select [Log off] to display the following dialog box.

Microsoft Internet Explorer

9

‘q_./ Log aff?
oK I Zancel |

2 Click [OK]. When the following dialog box appears, select [Yes].

Microsoft Internet Explorer B

P The Web page yvou are viewing is brving to close the window,
-

Do vou want ko close this windovy

Yes Mo |

3 Close Internet Explorer to complete the log off process.
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37.11 Displaying Alarm information on the Web Server

37.11.1 Introduction

Displaysthe latest alarm information generated on the remote GP in Internet Explorer. Select
the [Refresh] command to get the latest alarm information.

( Triggered )

v!"‘N"L, 08117 10:09 Abnormal pressure 10:10( Acknow|edgeD
_._ 08/17 10:10 Abnormal Pressuré10:
08/17 10:10 Abnormal Temperature o
08/17 10:11 Abnormal pressure 10:11
Aam 1 : : : p: :

~

Internet Explorer

« Nothing displays when there is no alarm information on the GP. For steps on
displaying an alarm, see the following.
& Chapter 19 Alarms (page 19-1)
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37.11.2 Operating Procedure
1 Loginto the Web Server and select [Alarm Information] in the [Welcome] screen.

NOTE * For information on setting up and connecting to the Web Server, seethe
following.
& Chapter 37.10 Displaying and Editing Addresses Via Web Server (page 37-42)

2 When the following screen appears, in the [Block Number] field select the alarm block
number to display, and in the [Record Format] field select the alarm display mode. [[Refresh]
command lists the current alarm information as follows:. (for example, [Block Number] =
Block 1, [Record Format] = History).

|

2 Remote Maintenance - Microsoft Internet Explorer [_1o]x]
Fle Edt View Favorites Toos Help | o
eﬁack - (el - ﬂ @ f ‘ - search ¢ Favarites {ﬂ‘ 7=

Address [&]  http://192.168.0. 1 faoform/Contrallerreq=Frameslang=en B

Japanese English
Proface My .
L IC R3O0 HITHY &

Remots maintenance

Enquipment Infarmation Alarm Information File Transfer Log-Off
@ Alarm List
Refrash
Block Number |REAE] - VLT | History -

Home =<Back MNext== End Counts:0 Page:1/1
0706405 15:23:39  abnomal pressure 101 OFF 102
07/06/05 15:23:38 abnomal temperature: 1 QFF 2
070605 15:22:45  abnormal temperature 15:23:00 15:23:05 1 OFF 2
07/06/05 15:22:45  abnomal pressure 1 S 52 1 QFF 2
Home ==Back Next== End Counts:0 Page:1i

‘fou can save Alarm infarmation to RSS Reader.
H [ http://182.168.0.1 /goform/ControllerPreg=alarm_rss&hlack "_\,

& oore FTTTT e

* Select the [Refresh] command again to get the |atest alarm information.

3 When you complete reviewing the alarm information, [Log off] to disconnect.

« In order to display the data values when Alarms are triggered, on the
[Common Settings (R)] menu, click [Alarm (A)] and then select the [Read
Data From Each Alarm] check box on the [Alarm] screen to specify the
address where you want to obtain values. For more details, please refer to the
following.
* "19.10.1 Common (Alarm) Settings Guide B Alarm (Block 1) Settings
Guide" (page 19-85)
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37.12 Displaying Alarm Information as RSS Data on the Web
Server

37.12.1 Introduction

Displays alarm information accumulated from the remote GP as Internet RSS data.
For example, the following describes the setup procedure for displaying alarm information in
a RSS bar which is updated just like the browser's Refresh command.

08/

hrtid :
/
Alarm 1 ! :

710:09 Abnormal Pressure 10:10 -
710:10 Abnormal Pressure 10:10 RSS data
710:10 Abnormal Temperature N

7 10:11 Abnormal Pressure 0:11

a
A\

(Recovered)

a RSS reader )

LAN

Abnormal Pressure
Abnormal Temperature

Check whether
abnormal pressure has
been restored

o /

B Rich Site Summary (RSS) Data

A format for describing HTML data such as the Web sitetitle or site map, RSS is mainly
used for disclosing site update information.

Using RSS data increases efficiency asit allows you to check updated information in a
consistent format.

To display RSS data, you need to install an RSS reader application. Display methods are
different from one RSS reader application to another. Check the Pro-face support site
"Otasuke Pro!" (http://www.pro-face.com/otasuke/) for RSS readers that have been
confirmed to work with GP-Pro EX.

Our Web Server RSS Verl.0 is supported.
Please use an RSS reader that supports RSS Ver1.0.
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37.12.2 Setup Procedure
1 Loginto the Web Server and select [Alarm Information] in the [Welcome] screen.

NOTE * For information on setting up and connecting to the Web Server, seethe
following.
& Chapter 37.10 Displaying and Editing Addresses Via Web Server (page 37-42)

2 When the following screen appears, in the [Block Number] field select the alarm block
number to display, and in the [Record Format] field select the alarm display mode. (For
example: [Block Number] = Block 1, [Record Format] = History).

"
2 Remote Maintenance - Microsoft Internet Explorer [_1o]x]
Fle Edt View Favortes Tooks Help | &

: g . s 7 = B

Qe - ) - 2] 2 _._,‘/ Search < Favories {‘ &

Addvess [@]  hep//192. 1680, 1 /goformControllerfreq=Frameadang=en =B

Japanese English
Pro-face Inaecy a
Il Wi k
s Himys)

Remote maintenance

Equipment Infarmation Jer Alarm Information File Transfer Log-Off

@ Alarm List

Refresh
=L | Block 1 - E | Histary -

Home ==Back MNext== End Counts:0 Page:1/1
Trigger edie Recovery

07/06/03 15.23:30  abnomal pressure 01 OFF 7

[0}
07 /06705 15:23:38  abnomal temperature 1 OFF 2
07/06/05 15:22:45  abnomal temperature: 15:23:00 15:23:05 1 QFF 2
07 /0605 15:22:45  abnomal pressure 1 Sl 15:23:32 1 OFF 2
Home ==Back Mext== End Counts:0 Page:1/1

You can save Alarm information to RSS Reader.
ﬁ | hitp4152 168 01 Jgofarm/Controllsr?reg=alarm_rss&hlock 'T.J

Eloore R Y

3 The RSSURL appearsin the [RSS] field, and the alarm information is displayed. Set up this
URL asthe RSS reader address.

« For information on setting up the displayed URL addressin the RSS reader
application, refer to the documentation that accompanies the RSS reader.
*» Check the Pro-face support site "Otasuke Pro!" (http://www.pro-face.com/
otasuke/) for RSS readers that have been confirmed to work with GP-Pro EX.
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4 Alarm information displays on the RSS reader as shown in the following image. Select
Update Information to check the alarm information list. Alarm information is updated
whenever the alarm is triggered and recovered. Note, the following illustration isonly a
sample. The RSS reader determines how the information is displayed.|

whlarmmnformation

@ Ml RSS Reader v3.5 Alarm Information

My Computer File(F)  Edil(E) View(V) Site(C)  Setting(S) Help(H) [wer EX
Abnormal Pressure 2007-08-05 14:33 Alarm Info http://192.168.0.1/gofrom/Controller?req=alarm_inform:
Abnormal Temperature 2007-08-05 14:33 Alarm Info http://192.168.0.1/gofrom/Controller?reg=alarm_informs
[I-Digital Abnormal Temperature 2007-08-05 13:39 Alarm Info http://192.168.0.1/gofrom/Controller?req=alarm_inform:
Wy Naork G- News Abnormal Pressure 2007-08-05 13:38 Alarm Info http://192.168.0.1/gofrom/Controller?req=alarm_inform:
4 g 'jv"’gm Abnormal Temperature 2007-08-05 14:38 Alarm Info http://192.168.0.1/gofrom/Controller?reg=alarm_inform:
eather
[ Shopping
<D [ Search
v [-BBS,
Recycle Bin
Keywords
Scrap
[J-RsS Site
Latest Articles

Opened Articles.
Saved Articles.

Important Articles

Alarm Information

Block Number

Saved Format [History — []

First <<Back Next>> Last Hit Number:2 Page:1/1
Date Triggered Message Acknowledged Recovered

07/08/05

14:33:30

Abnormal Temp

14:35:03

14:35:33

07/08/05

14:33:30

Abnormal Pressure

14:35:35

First << Back Next>> Last Hit Number:2 Page:1/1

]

(RO O[] 1450

* Please set the time difference between the standard timein PC installation
location and the Greenwich mean time in advance from [Remote Viewer -
[Time Zone]. Otherwise, time data in the RSS reader cannot be displayed
correctly.

» Thetime displayed on the RSS reader can be calculated by the following
formula
Time difference of the computer - time difference of AGP

» Update cycle of the RSS reader is once every minute by default.

For details on how to change the update cycle, refer to the manuals for the
RSS reader used.
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37.13 Using the Web Server to Transfer Files to the CF Card or
USB Storage

37.13.1 Introduction

External storage devices such as CF cards or USB storage enable you to move files between
the GP and computer without using the Transfer Tool. These storage devices further allow
you to copy files from one GP to another.

CF Card
(USB memory)

or \FILE
T S AR
\SAMP
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37.13.2 Setup Procedure

To use the Web Server to transfer filesto the CF card or USB storage, define the file transfer
destination folder in GP-Pro EX.

» To use the Web Server's FTP server feature, change the Internet options. For
information on the setup procedure, see the following.

§7r37.10.3 Operating Procedure B Starting and Setting up Internet Explorer" (page
37-49)

@ FTP Server

1 Inthe System Settings workspace, select [Display Unit] and click the [Remote Viewer] tab.
In the [FTP] group, select [Enable FTP], for the [Destination] option select where the files
are stored, and in the [Folder] field define the destination folder (for example, [Destination] =
CF Card, [Folder] = WebSite).

FTP
[+ Enable FTP
Destination (* CFCard ¢ USE Starage

Folder wiebSite

« For the FTP destination folder, you can define the same folder as the Web
Server destination folder.

2 Savethe project and transfer to the GP.

&~ "33.2 Transferring Project Files via USB Transfer Cable" (page 33-5)
¥~ "33.3 Transferring Project Files via Ethernet (LAN)" (page 33-12)
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@ Security

* Please refer to the Settings Guide for details.
&~ "22.10.1 Common (Security Settings) Settings Guide" (page 22-40)

Set up security level 15 and password "5555" for maintenance staff. Set up security level 1
and password "1111" for status monitoring staff.

CF Card
(USB memory)

or \FILE
7] \ALigf\)AOOOO.csv
\SAMP

* Security level 0 means no security is set.
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1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [ Security
Password (P)] or click « onthe toolbar.

" Common Settings (R)

gj Alarm (a)

nj Sampling ()

Recipe (R 3

| Security (G O Security Password (F) |
@ Operation Log Settings (&) T Security Lewvel List (L)
Time Schedule (F) @ Interlock Settings (T
f)  Sound (H)
Text Table (53
Global D-Script (L)
Extended Script (E)

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

vaEaGEEspgl § BeF

Symbol Yariable ()

2 The password setting screen will open. Select the [Enable Security Function] check box and
type password "1111" for [Level 1], and password "5555" for [Level 15].

—Iv Enable Security Function

Expart
[~ &ddUser D [ e Delete
Lewvel Paszword
111

1
2
3
4
]
g
7
g

g
10
11
12
13
14
15 5555

« Each password should be 8 single-byte characters or |ess.
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3 Next, select the [Set up Functions at Each Security Level] check box and define the security
level set in the above procedure 2 for each [Item]. (For example, [Review filesin FTP folder]
=Level 1, [Saveor deletefilesin FTP folder] = Level "15").

¥ Set Security Level For Each Feature

Itemm

WTIEE P-Vigwer Uata

Wiew Web Server Contents
Read Web Server Data

Wwirite Web Server Data

Rewview files in FTP folder

Save or delete files in FTP folder

|
0
0
0 O
1
Extended

« If you select Disable, the function cannot be performed regardless of the

security level.

 After selecting Disable, if you want to change it to Enable, modify the
project file with drawing software and then transfer it again. You cannot
change it to Enable from the offline menu.
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37.13.3 Operating Procedure
1 Logintothe Web Server and select [File Transfer] in the [Welcome] screen.

« For information on setting up and connecting to the Web Server, see the
following.
73710 Displaying and Editing Addresses Via Web Server" (page 37-42)

2 When security is set up, the [Log in] dialog box appears. Enter the [User Name] and
password that correspond to the security level you want to work in (For example, 5555).

Log On As

> Either the server does not allow anonymous logins or the e-mail address was not
accepted,

FTP server: 19216811

User name: | 5555 ﬂ

Password: |

After vou log on, you can add this server to your Favorites and return ko it easily,
& FTP does not encrypt or encode passwords or data before sending them to the
= server, To protect the security of vour passwords and data, use Web Folders
(\WebDaV) instead,

Learn more abouk using Web Folders,

™ Log on anonymously ™ Save passwaord

Log On | Cancel |

« When the [User 1D] is set up in the security settings, in the [User Name (U)]
field input the user ID and in the [Password (P)] field input the password.

« |f security is set up and you exit the Web Server, the next time you reconnect,
even if you type the URL to connect directly to the site, you need to input the
password again.

* Instead of the [Login] dialog box, if an FTP folder error message appears,
click [OK] to close the message box. To display the [Login] dialog box, from
the [File] menu select [Login].

» When Internet Explorer is used to log in for FTP connection with the user
name and password left blank, the user is recognized as an anonymous user
who does not require authentication. Therefore, if [Review filesin FTP
folder] is assigned with level 0 and [Save or deletefilesin FTP folder] is
assigned with level 1 or higher, you cannot log in without entering the user
name and password even for the purpose of browsing. In order to log on for
browsing only, enter any user name and password.

Do not select the [Save password] check box on the Login dialog box.

« If you want to log in as an another user, close the window once and access
the FTP server again.
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3 The contents of the destination folder appears. You can overwrite files, delete files, and other
operations corresponding to your login security level.
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« Using FTP, you can interact with the CF Card or USB storage. You can get
thefilelist, get files, delete files, change file attributes, and write files.
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37.14 Restricting Access to the Web Server

37.14.1 Introduction

Sets up security to restrict which people can display and operate data displayed on the Web
Server. Set up security level 15 and password "5555" for maintenance staff. Set up security
level 1 and password "1111" for status monitoring staff.

@ [y = jrait D101
== = D102 [ 3Q ] |]

D e — J D103 207]
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37.14.2 Setup Procedure

* Please refer to the Settings Guide for details.
¥~ "22.10.1 Common (Security Settings) Settings Guide" (page 22-40)

Set up security level 15 and password "5555" for maintenance staff. Set up security level 1
and password "1111" for status monitoring staff.

@ > D101
- D102 (ﬁ‘ o
D S J D103 [ 207
|
|

* Security level 0 means no security is set.

GP-Pro EX Reference Manual 37-68



Restricting Access to the Web Server
|

B Level Mode

Registers passwords for security levels 1 to 15 and defines the security level for each display
screen.

1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [Security
Password (P)] or click = on the toolbar.

" Common Settings (R)

Alarm (a)

Sampling (0

Recipe (R 3

| Security (G |°'ﬁ Security Password (F) |
@ Operation Log Settings (&) T Security Lewvel List (L)
Time Schedule (F) @ Interlock Settings (T
f)  Sound (H)
Text Table (53
Global D-Script (L)
Extended Script (E)

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

gEpl § BeH

v @&

Symbol Yariable ()

2 The password setting screen will open. Select the [Enable Security Function] check box and
type password "1111" for [Level 1], and password "5555" for [Level 15].

v Enable Security Function

Esport
¥ Add User 1D Hew Delete
Level | 1D | Passward |
1 tanitor 1M
15 Admin 5555

« Each password should be 8 single-byte characters or |ess.
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3 Next, select the [Set up Functions at Each Security Level] check box and define the security
level set in the above procedure 2 for each [Item]. For example, [Read Web Server Data] =
Level 1, [Write Web Server Data] = Level 15.

v Set Securty Level For Each Feature

Item Level Dizable | &

Wiite F-Yiewer Lfata |

Wiew Wwieb Server Contentz 1]

Fead'w'eh Server Data 1

wiite Web Server Data

Feview files in FTF folder 1]

Save or delete files in FTF folder 1] O =
Extended

« If you select Disable, the function cannot be performed regardless of the
security level.
* After selecting Disable, if you want to change it to Enable, modify the
project file with drawing software and then transfer it again. You cannot
change it to Enable from the offline menu.

B User ID Mode

Register user IDs and passwords for each security level, then the security level for each
display screen.

1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [ Security
Password (P)] or click @ on the toolbar.

" Common Settings (R)
gj Alarm (a)
nj Sampling ()
Recipe (R 3
| Security (G |% Security Password () |
@ Operation Log Settings (&) T Security Lewvel List (L)
Time Schedule (F) @ Interlock Settings (T
f)  Sound (H)
Text Table (53
Global D-Script (L)
Extended Script (E)

Change Backlight Color {E)

Image Registration (1)

Text Registration (T)

Mark Registration (M)

Keypad Registration (K

Movie (O}

Wideo Module/DVI Unit Window Settings (L
Global Functions (C)

vaEaGEEspgl § BeF

Symbol Yariable ()
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2 In the Set Password screen, select the [Enable Security Function] and [Add User ID] check
boxes. Click [Create] to add one set of settings: Security Level, User ID, and Password.

—Iv Enable Security Function

Export
v &dd User ID Delete

Level | 10 | Fazzwiord |
1

1

=
]
=

3 Set the security level, user 1D, and password for status monitoring and maintenance staff (for
example, Status Monitoring: [Level] ="1", [Password] = "1111", [ID] = "Monitor";
Maintenance: [Level] ="15", [Password] = "5555", [ID] ="Admin").

¥ Enable Security Function

Export
¥ add User 1D Mew Delete
Level | D | Pazsword |
1 Monitor 11
15 Adrin Lol

» Each password should be 8 single-byte characters or |ess.

4 Next, select the [Set up Functions at Each Security Level] check box and define the security

level set in the above procedure 2 for each [Item]. For example, [Read Web Server Data] =
Level 1, [Write Web Server Data] = Level 15.

v Set Securty Level For Each Feature

Item Level | Dizable | &

Fead GP-Viewer Data 1]

Wiite GP4iewer Data 1] (|

Wiew Wieb Server Contentz 1]

Read ‘Web Server Data 1 |

Wwiite Wweb Server Data {15 (|

D e st Fil e DT Enldmy [nl d
Extended
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37.14.3 Operating Procedure

1 Start Internet Explorer, and in the Address bar enter the I P address of the display unit.
(For example, 192.168.0.1)

Y Remote Maintenance - Microsoft Internet Explorer

File Edit ‘iew Favoribes  Tools  Help

QBack - .ﬂ ﬂ | » | Search / Favarites

Address €] http:/192.168.0.1

2 Select amenu, such as [Device Menu], to display the [Input Network Password] dialog box.
Enter the password, which can be up to 8 single-byte characters long, and click [OK].
(For example, "5555" (Security level that enables viewing and operating GP data))

Enter Network Password

?> Thiz secure "Web Site [at 19216811 ] requires you to log on.

Fleaze type the User Mame and Pazzword that pou use for
Pro-face_‘web_Server.

Uszer Mame || ﬂ

Passward |

™ Save this password in your password list

()8 | Cancel

3 When you connect to the display unit's Web Server, the following [Welcome] screen appears.

2 Remote Maintenance - Microsoft Internet Explorer [_10]
Fle Edt View Favorites Tools  Help o
O Back - () - (%] (@] ()| ) searh 5 ¢ ravortes £ =&

Address [£] heep:/192,168.0.1 fgofarmjContraller7req=framesdang=en = Bee

Japanese English
- T
Pro-facre GP3000seres  fHTHE)
Remote maintenance
Equipment Infarmation Jey Alarm Information File Transfer Log-Off
D welcome
&] Done © Internet

4 Select operations from the menu to interact with data on the display unit.
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37.15 Settings Guide

37.15.1 Standard Template HTML Setting Guide

This section provides information about the standard HTML template Web pages installed
with GP-Pro EX. The standard template Web page consists of three frames: the header,
footer, and main frame. The standard HTML template isinstalled in the following location.
C:\Program Files\Pro-face\GP-Pro EX 2.1\HTML Content.

» To use the Web Server: in the System Settings workspace, click [Display
Unit], theninthe[Remote Viewer] tab, select the [Enable Web Server] check
box, and then transfer the standard HTML template to the display unit.

B Header Frame

The header frameis common to all page headings, except when logged off. Using the buttons
in this frame, you can jump to each page.

- Remote Maintenance - Microsoft Internet [xplmer

Fla  Ediz  wew  Faschies odls  Help | f?
Gﬁmk > Iﬂ IELI _;‘, "_’\=r-.n|||| \;"_";{'anil.-.-. (-t| 9 g
Address h‘_ Fhezad) 0, L 07 225 40/ 9070w fCanzrolerti eq—framea-g—=r j a o
Japznzve | Eqglizh
Froface GP3000serEs  SANE)
“lemote Al tensnee

o iance ot nénmatine e Trire Wiewr Alarn winmatine “ile Transfer

Setting Description
Title Displaysthe title of a Web page.
Equipment . . . .
information Displays GP-Pro EX project settings.
Viewer When GP-Viewer EX isinstalled, starts the GP-Viewer EX application.
Device View Monitors device addresses of devices or PLCs connected to the GP.

Alarm information Displays alarm information accumulated in the GP.
UseInternet Explorer asan FTP client to accessdatainits CF card or USB

File transfer

storage.

Log off Disconnects the GP and closes the window.

Japanese/English Switches between the Japanese and English versions of the standard
HTML template.

B Footer Frame
The footer frame displays on the bottom of all pages.
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B Main Frame

Changes to the page corresponding to the button selected in the [Header Frame].

4 Logon

Enter Network Password

?> Thiz secure "Web Site [at 19216811 ] requires you to log on.

Fleaze type the User Mame and Pazzword that pou use for
Pro-face_‘web_Server.

Uszer Mame || ﬂ

Passward |

™ Save this password in your password list

()8 | Cancel |

Setting

Description

User Name

Enter the user name with up to 8 single-byte characters, as set up in the
GP-Pro EX security settings. [User Name] is blank if user names have not
been set up.

Password

Enter the user name with up to 8 single-byte characters, as set up in the
GP-Pro EX security settings.

Save password

Select the check box to save the password for the [User Name]. The next
time you log in, after you enter the user name, all you have to doisclick
[OK] without entering a password.

€ [Welcome] Page

Zj Remote Maintenance - Microsoft Internet Explorer =l

File Edit WView Favorites Toals

L

Help o

Search *  Favorites 404 -

Adcress [{&] http:j192.168.0.1 fgoform|Controllsrtregframedlang—en =l Edeo
Japanese  English
= Vi

Pro-face GP3000sEeRiEs HIme)

Remote maintenance
Equipment Information Alarm Information File Transfer Log-Off

D welcome

&] Done @ Internet
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@ Device Information Page
Displays the project and network project settings. You can view these settings, but you
cannot change them.

/2 Remote Maintenance - Microsoft Internet Explorer _[Oofx

Fle Edt View Favortes Tooks  Help | &

Qe - ©) - [x] [&] T ‘ ) search 5 ¢ Favarites 4] ‘ =
Address [] http:// 192,168.0.1 faoform/Contrallerzreq=Frametlang=en B

Japanese English

PI'I]-fElI:E Intertace fnseractive, -y Hm’@

Remote maintenance

Equipment Infarmation Alarm Infe tion File Transfer Log-Off

@ Equipment Information

Runtime version

Driver Yersion1

Driver Version2

Driver Versions

Driver Versiond
Operating System version

Eioone N 7
Setting Description
Runtime Version Displays the GP Runtime version.
Driver Version Displaysthe protocol driver version. If you are connecting the maximum 4
lto4 drivers, the version of each driver is displayed.
\(/)eegg:]mg system Displays the GP operating system version.
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@ [GP-Viewer EX] Page

/J Remote Maintenance - Microsoft Internet Explorer

Fia  Edt ‘ew Favorkes Tooks  Help

Q= - O - ] 2]

o) | ) search 5 Favorkes ) b

Address [ ] http:/{1192,168.0.1 foform/Controlisrireq=Frametdang=en

D viewer

Pro-face

Japanese | English

GP3000seriEs HmMye¢)

Alarm Information File T

By using the GP-Viewer EX feature, you can display the same screen on your PC a3 the machine,

nstalling the GP-Viewer application enables you to use the Viewer feature even without a browser

Click "Download” (below) 1o begin download

s

Setting

Description

Run GP-Viewer EX

On the computer where GP-Viewer EX isinstalled, thisisashortcut key to
start up GP-Viewer EX.

Download

Downloads GP-Viewer EX.
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@ Device View Page

/3 Remate Maintenance - Micro

soft Internet Explorer

Fle Edt View Favortes Tooks Help | &

Qux-0- 43

\ Y M o
f |/ Search ¢ Favorites % |

Audress [] heep:/f 152, 168.0.1fgoformyControllerreg=frametlang=en 8=

Pro-fTace

Remote maintenance

Equipment Infarrmation

D Device View

+0 +1 +2 +3

GP3000seriEs Y=/ 11/ KD}

Alarm Information File Transfer

D101
16 bit signed -

20 30 0 =1

&] Done

T |# mtemet v

Setting

Description

Device/PLC Name

Selects devices/PL Cs connected to GP.

Device Address

Sets up the start address of device addresses to monitor. You cannot
specify Symbols.

Access points

Select the number of address points to display and accessin one screen:
[11, [2], [4], [8], [16], [32], [50], [100], or [200].

Data Type

Define the bit length and data type of addresses: [Bit], [16 Bit Signed)], [16 Bit
Unsigned], [16 Bit HEX], [32 Bit Signed], [32 Bit Unsigned)], [32 Bit
HEX], [Single-precision Floating Point], [Double-precision Floating
Point], or [Text].

Update cycle

Select the monitoring frequency: [1], [2], [3], [4], [5], [10], [20], [60],
[120], [180], or [300] seconds.

Start Monitoring

Starts monitoring device addresses at the defined frequency. Monitoring
endsif you change the page or exit the browser.

Device Display
Frame

Displays device addresses starting from the [ Device Address] field, up to
the number of addresses defined in the [Access Point] field.
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€ Alarm Information Page

File Edit View Favorites Tools  Help

"
/} Remote Maintenance - Microsoft Internet Explorer M=

]
G

ek - () - ﬂ @ p ‘ /-\‘SEarEh . Favorites {ﬂ‘ -

Address [&]  http://192.168.0. 1 faoform/Contrallerreq=Frameslang=en

B

Pro-face

Remots maintenance

Enquipment Infarmation

@ Alarm List

Wiewer Devi

Home <<Back Mex=> End

0706405 15:23:39

07/06/05 15:23:38 abnomal temperature: 1 QFF 2

070605 15:22:45  abnormal temperature 15:23:00 15:23:05 1 OFF 2

07/06/05 15:22:45  abnomal pressure 1 S 52 1 QFF 2
Home ==Back Next== End Counts:0 Page:1i

H [ http://182.168.0.1 /goform/ControllerPreg=alarm_rss&hlack 2|

Japanese English

Alarm Information File Transfer Log-Off

Refrash
Block Number |REAE] ']

e [History -

Counts:0 Page:1/1

Trigger > Acknowledge | Recovery

abnomal pressure 101 OFF 10z

‘fou can save Alarm infarmation to RSS Reader.

—=

&l e
Setting Description
Refresh Updates alarm information and displays the latest information from the

GP.

Block Number

Specifies the alarm block number (1 to 8) set up on the GP.

Save Format

Selects the alarm [Display Mode]: [History], [Log], or [Active].

Home Displaysthefirst line of the alarm.
Back Moves back to the previous page.

Next Moves to the next page.

End Displaysthelast line of the alarm.

Alarm Display Frame

Displays alarm information.

Date Displays the date and time when the alarm was triggered.
Trigger Displays the time when an alarm is triggered.
Message Displays the alarm message.

Displays the time when an active alarm is acknowledged.
Recovery Displays the time when an alarm is recovered.

Addresses 1 to
8

The data values when Alarms are triggered are displayed for the address
specified in [Alarm].
For more details, please refer to the following.

¥7"19.10.1 Common (Alarm) Settings Guide ® Alarm (Block 1) Settings Guide"
(page 19-85)

Continued
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Setting Description

Displays alarm information as RSS data. The RSS URL displays
whenever changing the [Block Number] or [Save Format]. RSS datais
displayed by inputting this URL into the address part of the RSS reader.

» Check the Pro-face support site "Otasuke Pro!" (http://www.pro-
face.com/otasuke/) for RSS readers that have been confirmed to work
with GP-Pro EX.

You can register the URL of an RSS feed to the RSS reader. Operation of

RSS FEED RSS feeds depend on your RSS Reader.

@ [File Transfer] Page
Use Internet Explorer asaFTP client and starts the Web page [File Transfer] operation.
Using this operation, you can access the Destination folder, as defined in the System Settings
workspace, [Display Unit] page, [Remote Viewer] tab. You can also access GP files on the
FTP server.

« Using FTP, you can interact with the CF Card or USB storage. You can get
thefilelist, get files, delete files, change file attributes, and write files.

» When Internet Explorer is used to log in for FTP connection with the user
name and password left blank, the user is recognized as an anonymous user
who does not require authentication. Therefore, if [Review filesin FTP folder]
isassigned with level 0 and [Save or deletefilesin FTP folder] isassigned with
level 1 or higher, you cannot log in without entering the user name and
password even for the purpose of browsing. In order to log on for browsing
only, enter any user name and password.
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37.15.2 System Settings [Display Unit] - [Remote Viewer] Settings Guide

Dizplay Unit

DisDIavI DDerationI Mode | Loqic | System Area | Extended Setings  Remate Viewer |

r— Remote Yiewer
¥ Enable Remate Viewss

¥ Enable Screen Changes from Client

—web Server
[ Enable'web Server

Destination. * CF Card ¢! LSE Storage

Folder [iwiebSite

[refault page when there is no file name Idefault.html

HTTF Port Number [20 =4

—FTP
[ Enable FTP
Destingtion & CF Card ¢ LSE Storage

Folder [iwiebSite

—Time Zone

'E)differe?_ce fram Greerwich 0800 ﬁ Set Lp Time Difference
ean Time z

Reset |

B Viewer

R emate Viewer
I Enable Fiemote Yiewer

[¥ Ensble Screen Changes from Client

» Thisoption is not available when [Slave] is selected in [Action Mode] of
[Ethernet Multilink Settings] through [Display Unit] - [Extended Settings).

Setting Description

Enable Sets up the GP-Viewer EX feature.

Defines whether or not you can change the display screen from the GP-
Viewer EX client.

Enable Screen

Changes from Client | / If thisitem is not selected, even users with read/write privilege (as
defined in the security settings) cannot change the screen from GP-
Viewer EX.
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B Web Server

Web Server ............................................................... -
¥ Enable web Server

Destination * CFCad { USE Storage

Folder wiehSite

Default page when there iz no file ]default.html

HTTP Port Number [20 =g
Setting Description

Enable Web Server | Defines whether or not GP data is made available using a Web page.

Select either [CF Card] or [USB Storage] as the destination of the standard

Destination HTML template.

Defines the folder path, up to 90 single-byte-characterslong, to use asthe
Web Server on the CF card or USB storage.
If you define the folder as "WebSite", and enter the address "http://
ip_address/default.ntml" in Internet Explorer, it loads the Web page
"WebSite\default.ntml" from the CF card or USB storage.

For example, referencing the "Website" folder on the CF card.

IP Address CF Card
dokok ok Rk Rk

Folder ﬂ
= [ WebSite

[) default.html
B ...
w0 ...

» Asyou can specify only asingle folder as the Web Server's root folder,
set up the destination to either USB storage or the CF card.

e Slashes ("/" or "\") at the end of paths are automatically deleted when
saving. Except in the case when the dlash (/" or "\") isthe only character
in the path.

Defines the default file to display when no file name is defined in the http
path. The maximum file name length is 90 single-byte characters.

For example, when this property is set to "default.html™, when you type
"http://ip_address" into Internet Explorer's address bar, you are actually
accessing "http://ip_address/default.html".

» When defining the [Folder] and [Default page when thereis no file
name] fields, when combined, do not exceed 90 single-byte characters.

Default page when
there is no file name

Continued
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Setting

Description

HTTP Port Number

Set the Web-Server port number: 1 to 65535.

 For most applications, use port number 80.
However, if 80 is not available because of thefirewall or other issue, you
may need to change the port number.

» Asthe number of available portsislimited by the firewall, please
confirm with your firewall settings.

mFTP
—FTP
[# Enzble FTF
Destinatiorn @ CFCard ¢ USE Storage
Folder fwebSite
Setting Description
Enable FTP Select to use the FTP feature.
Destination Select either [CF Card] or [USB Storage] as the location for the FTP
server folder.
Defines the CF card or USB storage folder path, up to 90 single-byte
characters long, to share on the FTP server.
If you define the folder as"FTPsite" and in Internet Explorer enter the
address "ftp://ip_address/", the application displays the "WebSite" folder
from the CF card or USB storage.
For example, referencing the CF Card's WebSite fol der.
**Lp*ﬁg(iie*si** CF Card
Folder ﬂ ® ] WebSite

=00 ..
=00 ..

» Asyou can specify only asingle folder as the Web Server's root folder,
set up the destination to either USB storage or the CF card.

» Slashes ("/" or "\") at the end of paths are automatically deleted when
saving. Except in the case when the dlash (/" or "\") isthe only character
in the path.

« If you want to specify al foldersin USB storage or CF card, leave blank.
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B Time Zone

Time Zone
’7 Difference from Greenwich I—-DB:DD j Set Up Time Difference

Mean Time

Setting Description
Difference from Set the standard time in the location where the computer isinstalled using
Greenwich Mean the time difference from Greenwich Mean Time. You can set the time by
Time directly entering the value or using the up/down button.
Set Up Time Acquirestime zone infor.mati on set to your PC and setsthetime o!ifference
. calculated based on that information to [ Difference from Greenwich Mean
Difference Time]

« Time Zone setting is available only for the Web Server feature,

B Reset

Rezet |

Setting Description
Resets all the settingsin the [Remote Viewer], [Web Server], and [FTP]

groups to their defaults.
When you select the [Reset] button, the following confirmation message
appears. Click [OK] to continue resetting properties to their defaults.

Reset #* GP-Pro EX [x]

Reszets to default settings.
‘3_'/ Continue?

ok | [ cance ]

« If [Slave] isselected for [Action Mode] of [Extended Settings] from [Display
Unit], the settings are not reset even when you press the Reset button.
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37.16

Restrictions

37.16.1 GP-Viewer EX Restrictions
1

If the GP-Viewer EX installation path islonger than 80 single-byte characters, an error
message displays indicating GP-Viewer EX cannot start because its install path istoo
long. Please reinstall GP-Viewer EX to an installation path less than 80 single-byte char-
acters.

You cannot install different versions of GP-Viewer EX on one computer.

If you input the wrong key code, the key code will not be set. Input the correct key code.
If you do not input key codes, the GP-Viewer EX trial version starts up.

When connecting to the display unit without setting up key codesin GP-Viewer EX, the
GP-Viewer EX trial version starts up.

Regardless of the number of display units on the network, the maximum number of GP-
Viewer EX windows you can display on one computer is 4. Conversely, the maximum
number of GP-Viewer EX applications that can access the same display unit at the same
timeis 3.

When starting GP-Viewer EX or clicking the update button, the display unit and GP-
Viewer EX display the same alarm information. Subsequent alarm summary displays may
differ between the two, because the display unit and GP-Viewer EX monitor the alarm
information independently, depending on their communication speeds

Because the display unit's external storage and GP-Viewer EX's virtual external storage
are not directly synchronized, GP-Viewer EX cannot save alarm information.

For errorsthat are automatically restored, such as communication errors with a connected
device/PLC, the display unit may erase the error but the error remainsin GP-Viewer EX.
To remove the error, either change screens or click the Close button [x] in the system
menul.

When multiple errors are triggered at the same time, depending on the timing of when
errors are received, all the errors may not display.
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37.16.2 Web Server Restrictions

The Web Server cannot be used without first being set up. In the System Settings work-
space, [Display Unit] page, [Remote Viewer] tab, select the [Enable Web Server] check
box. Please check this setting before transferring the project.

Set up no more than 90 single-byte characters for the destination path of the standard
HTML template and FTP server. To use the Web Server's standard HTML template, be
sureto transfer the standard HTML template to the display unit. The Standard HTML
templateisinstalled in the following location.

C:\Program Files\Pro-face\GP-Pro EX 2.1\HTML Contents

For transfer methods, refer to the following.

5~ "33.10 Setting Up Transfer Tool" (page 33-58)

You cannot transfer the standard HTML template when the GP has not been initialized. In
any project, select the [Enable Web Server] check box and transfer it to the GP. Next, use
the Transfer Tool's [ Send Web site] command to transfer the standard HTML template.
The system program on the display unit (Runtime) must be GP-Pro EX Ver. 2.10 or later,
or you cannot transfer the standard HTML template to the display unit.

The number of computersthat can access the Web Server at the same time depends on the
GP model. With the GP-3400, 3500, 3600, and 3700 Series, three computers can access at
the same time. With GP-3200 and 3300 Series, only one computer can access the Web
Server.

[Device Information] main frame content cannot be customized by users.

[Alarm Information] can display a maximum of 15 alarms per page.

The maximum number of alarms you can display on RSSis 15.

When Internet Explorer display settings are changed, such as the text size, the standard
HTML may not display properly.

When using the Web Server on GP-3200 and 3300 Series units, 1 MB from the User
Screen Areais allocated to the Web Server. As aresult, the Web Server adds 1 MB to the
send data size.

When using a RSS reader and the alarm records are either Active or History, recovery and
acknowledge operations do not send update notifications to RSS reader. If you want to
receive notification of recovery and acknowledge operations, use Log alarm records.
However, note that the RSS reader has no way to distinguish between trigger, recovery,
and acknowledged alarms.

If alarge number of browsers connect to the Web Server, too much load can be put on the
Web Server, which could cause the Web Server to stop responding or break connections.
When accessing the FTP server, the Internet Explorer folder display may not aways
update. If that happens, from the [View] menu, select [Refresh] or press the F5 function
key.

If you copy afolder with multiple subfolders on the FTP server, the login screen displays
once for every file. Click [Cancel] to close the login screens.

If you use the FTP server to overwrite read-only files, the [Login] dialog box displays.
Click [Cancel] to close the dialog box.
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Restrictions

» Connecting to the FTP server prevents screen and Web site transfers. Please logout before
running screen or Web site transfer.

» Only direct device specification can be set in the Device View of the Web Server. Sym-
bols, control variables, etc., cannot be used.
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