22

Using Passwords
for Screens

This chapter explains how to add password security to screens in GP-Pro EX and the basic
operations for changing the settings.
Please start by reading “22.1 Settings Menu” (page 22-2) and then turn to the corresponding

page.
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Settings Menu

22.1

Settings Menu

Creating Limited Access Screens

Level 0 Password Input Level 1

Menu Screen S eang .
» ol » Line Manager
e Screen
| A
gee? (™) Screen geep Password
Change matches

Display the

destination screen

Touch “ESC” to return to the menu
screen (previous screen).

& Setup Procedure (page 22-3)

Limiting Screen Access by Authority

Change again to
the Plant

Manager Screen
Level 1 Password Input Level 5

Line Manager
Screen » : » Plant Manager
Factory Length.Screen e Screen
— A

oep Q:? Screen  geeP Password
® Change matches

Display the

destination screen

& Setup Procedure (page 22-5)
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Creating Limited Access Screens

22.2 Creating Limited Access Screens

22.2.1  Setup Procedure

 Please refer to the settings guide for details.
&~ «22.5 Common [Security Settings] Settings Guide” (page 22-9)

Sets a Line Manager screen with a security level and password. This example uses Sampled

Data B2, security level 1 and password 1111.

Level 0 Password Input Level 1

Menu Screen

Line Manager
Screen

Screen ] Password A
BeeP Q:? Change BeeP Q:? matches
Display the
destination screen

Touch "ESC" to return to the menu
screen (previous screen).

* Security level 0 means no security is set.

1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [ Security
Password] or click ®% on thetoolbar.

| Common Settings (R
g Alarm (g
wl Sampling (0
I Recipe (R >
|_ Security G0 O Security Password (P
Time Schedule (F) S5 Security Level List (L)
Sl Sound (HY
Text Table (S
Global D-Script (L)
Extended Script (E

Chanee Backlight Color (B)

Imaee Reeistration O
Text Reeistration (T
Mark Registration (M}
Kevpad Registration ()
Movie (0)

Widea Madule (U}

v GEEBPOR I BOF

Symbol Wariable ()

GP-Pro EX Reference Manual 22-3



Creating Limited Access Screens

2 The Passwords window opens. Select the [Enable Security Function] check box, and type the
password "111" in [Level 01].

[ Base 1{Untitled) BRIB Base 2(Untitled) 71 Passwords |
Set Password

low levelmt [
leveloz [
leveloz [
leveloa [
levelos [
levelos [
i levelo? [
levelos [
levelos [
levelto [
leveltt [
level12 [
level1a [
level1a [

Hieh Llevells [ Extended

» Up to eight characters are allowed for each password.

3 From the [Common Settings (R)] menu, point to [Security (Q)] and select [Security Level
List].

| Common Settings (B
g Alarm A

Sampling (03

| Recipe (R} >
Security G} @5 Security Pazzword (F)

Time Schedule (F) K

Sound (H)

Text Table (3}

Global D-Script (L3

Extended Script (E)

S

T Security Level List (L}

Change Backlight Galor (B}

Imaee Registration O
Text Registration (T)
Mark. Reeistration (M)
Kevpad Registration (K}
Movie (00

Wideo Module (L)

v BEmpER  ROFS G|

Symbal Variable (W}

4 For [Sampled Data] B2, set the [Security Level] to 1. The security settings are complete.

’§ Basze 1[menu scr...] |’§ Baze 2[line com...] |% Fazzwords “5i Security Level | 4 bk x
Security Lewvel List Block Change
Screen | Security Level | Title

B1 0| menu screen

== lir= commaon
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Limiting Screen Access by Authority

22.3 Limiting Screen Access by Authority

22.3.1  Setup Procedure

 Please refer to the settings guide for details.
&~ 22,5 Common [Security Settings] Settings Guide” (page 22-9)

Sets a Plant Manager Screen with a security level and a password. This example uses
Sampled Data B3, security level 5 and password 5555.

Change again to
the Plant Manager

Level 1 Screen Passwclnrd Input Level 5

Line Manager
Screen

Plant Manageg,Screen

Plant Manager
Screen

Password \
matches

Display the

destination screen

1 From the [Common Settings (R)] menu, point to [Security (Q)] and select [ Security
Password] or click ®% on thetoolbar.

| Common Settings (R
g Alarm (g
wl Sampling (0
I Recipe (R >
|_ Security G0 O Security Password (P
Time Schedule (F) S5 Security Level List (L)
Sl Sound (HY
Text Table (S
Global D-Script (L)
Extended Script (E

Chanee Backlight Color (B)

Imaee Reeistration O
Text Reeistration (T
Mark Registration (M}
Kevpad Registration ()
Movie (0)

Widea Madule (U}

v GEEBPOR I BOF

Symbol Wariable ()
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Limiting Screen Access by Authority

2 The Passwords window opens. Select the [Enable Security Function] check box, and type the
password "1111" in [Level 01] and the password "5555" in [Level 05].

B Base 1(menu scr.) ERIB Base 2dine com.) 71 Passwords |
Set Password
—w Enable Security Function
low Llevelmn o1
leveloz [
leveloz [
leveloa [
level05 [B855
levelos [
levelo? [
leveloz [
levelos [
level1o [
leveltt [
level12 [
level1a [
level1a [
Hieh Llevel1s [ Extended

» Up to eight characters are alowed for each password.

3 From the [Common Settings (R)] menu, point to [Security (Q)] and select [Security Level
List].

| Common Settings (R
g Alarm (g
wl Sampling (0
I Recipe (R >
|_ Security G0 @5 Security Password (F)
Time Schedule (F) O Security Level List L)
Sound (H
Text Table (S
Global D-Script (L)
Extended Script (E

Chanee Backlight Color (B)

Imaee Reeistration O
Text Reeistration (T
Mark Registration (M}
Kevpad Registration ()
Movie (0)

Widea Madule (U}

GEMBER I E@&LE

£ Symbol Variable (4

4 For [Sampled Data] B2, set the [Security Level] to 1. For [Sampled Data] B3, set the
[Security Level] to 5. The security settings are compl ete.

[ Base 2{ine com.! BRIE Base 3Factory .} BR|8R Passwords 71 Security Level |
Security Level List Elack Chanee
Screen < | Security Level | Title
E1 0| menu screen
B2 i

mmander screen
mmar
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Password Input Window

22.4 Password Input Window

22.4.1 Introducing the Password Input Window

The password input window appears when you access a screen with a higher security level
than the one that is currently displayed. When entering the password, asterisks appear to hide
the password from other users.

EMTER PASSINORD
Escj 1| 2| a|4a]|5]|8Bs
capdl B | F | 8| 9| O |CLR
AlB|l|C|D|E|E]|G
Hl 1T Jd]lK|L[M|RN
s} QlR|S|T E
5] Wlx|y|Z]|T
Display Description
ESC Pressing ESC closes the password input window.
B
Escl{ 1 | 2|3 |4|5|BS
cas B | 7|8 ]9 ]0|tR Previous screen
A|lB|C|D|E|F|&
HI L[ d|[K[L|M|HN
OlP|Q|R|S|T E
Ul¥ WXy |Z|T

* To enablethe ESC key to close the password input window when a change
screen operation occurs from the device/PLC, you must set the [Reflect in
Device/PLC] option. In the System Settings window, select [Main Unit]
then in the [Display] tab select the [Reflect in Device/PLC] check box.
& “514.6 [System Settings] Setting Guide B [Display Unit] Settings Guide 4

Display * Screen Settings” (page 5-110)

CAPS Changes between uppercase and |lowercase |etters. When the [CAPS] key is
displayed in the reverse color (black), it will input lowercase letters.

» Evenif you change between uppercase and lowercase | etters, the keypad
will only display in uppercase |etters.

ENT Confirm the inputted password.

Continued
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Password Input Window

Display Description

LEVEL Shows the security level of the screen you are accessing.
(Request Level

Display)

RD

Esc| 1

2

34| 5|8B8

caps| B

7

g 89| 0 |CLR

» Thecurrent level and the request level can be seen from theinternal device
addresses. The values are stored in the following internal device addresses.

LS9301
LS9302

Current Level
Request Level

L S9301 and L S9302 are read-only. When there is a password request in
L S9302, the security level is stored and the value returns to 0 when the
password input is complete.
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Common [Security Settings] Settings Guide

22.5 Common [Security Settings] Settings Guide

22.5.1 Password Settings

“+i Passwords |

Set Pazsword

¥ Enable Security Function

Low  Level 01 I
Leveloz [
Levelos [
Levelod [
Levelos [
Levelos [
Levelo7 [
Levelos [
Levelos [
Levelta [
Leveltt [
Leveliz [
Levelts [
Leveltd [

High Levelts [ Estended

Setting Description
Enable Security Select to use the security function.
Function

Level 01 - Level 15

Set the password for security level 1 to 15.
Passwords must be 1 to 8 characters and are case-sensitive.
Set passwords only for the security levels you want to use.

» The same password can not be used for more than one security level.
By setting a password in security level 15, you can change all security
level passwords on the GP (offline mode).

Extended

Displays the [Extended] dialog box.
&~ « m Extended” (page 22-10)
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Common [Security Settings] Settings Guide

B Extended

.;é'_‘: Extended
Pazsword Cancel Notification Bit

[ Enahble Motification Bit

Notfiication Bit Address | =

5 EI: ﬂ Minutes

Security Level Auto Clear Time

[ Use level 15 password to go Ofline
Level 15 |

ok |

Cancel |

Setting

Description

Enable Notification
Bit

Select this check box to send a notification when the ESC key is used to
exit the password input window after a change screen operation initiated
by the device/PLC.

Thiswill not work when changing screens by touch.

Notification Bit
Address

When you cancel a password input window with the [ESC] key, the
designated Notification Bit Address turns ON.

If you haven't set the [Reflect in Device/PLC] option, when this
Notification Bit turns ON, change the [Change-To Sampled Data] ! to the
same number as [Current Sampled Datd] in the device. The password
input window closes when the screen numbers match.

Security Level Auto
Clear Time

Thisfeature sets the length of time required before the security level status
returnsto "0", assuming no GP unit operations/ screen changes are
performed. The time can be set from 1 to 60 minutes.

« If "0" isentered for the min. value, the security level statusis not be
automatically cleared.

* When the L S9300's 0 bit goes from OFF—ON by performing the
internal device address's bit action, the security level is cleared and the
current security level stored in LS9301 changes to 0. After the Security
Level Clear occurs, return LS9300's 0 bit to OFF. (LS9301 is read-only.)

0
LS9300 Reserved (0) | T Security Level Clear Bit
LS9301 TStores the current security level

Use levell5
password to go
Offline

When you change to OFFLINE mode, the password input window will
appear on the GP display and request the security level 15 password.

* When you change back to online mode, the security level changesto "0"
(no password required).

Level 15

Set the password for security level 15.

GP-Pro EX Reference Manual

22-10




Common [Security Settings] Settings Guide

*1 When working with [Change-To Sampled Data] and [Current Sampled Data], and in the System
Settings window's [Main Unit]-|[ System Areq] tab you select the [Enable System Data Ared]
check box, to use a connected device to define the [Change-To Sampled Datd], set it up in the
System Data Area.

“5.14.6 [System Settings] Setting Guide 4 System Area Settings” (page 5-133)

22.5.2  Security Level List
8 Passwords “5i Security Level | 4k X
Security Level List Block Change

Screen 7 Security Level Title
B2 0
B3 0
B4 0
BS 0
Setting Description

Sampled Data

Displays the screen number.

Security Level

Set each screen's security level.

* When setting multiple screens to the same security level, please use
[Block Change].

Comment Displays each screen'stitle.

Block Change Updates the selected security levels for multiple screens at one time.
Select the screens to change and click [Block Change]. The Security Level

Block Change dialog box appears and allows you to change the level.

,;g"'_‘: Security Level Block Change

—T

Change Security Level

oK Q) I

Cancel |

» To select multiple screens, drag the cursor or select rows while holding
down the CTRL key.

&5 Passwords 51 Security Level |

Security Level List Elock Change

Screen | Security Level |
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Restrictions

22.6 Restrictions

22.6.1 Restrictions for a Password Input Window

» The password input window format cannot be edited.

» Passwords cannot be entered using a device/PLC.

» Passwords cannot be entered using a Bar-Code Reader.

» |f the Trigger Bit of aLoca Window or Globa Window turns ON while the password
input window is displayed, the Local or Global Window is displayed once the password
input window closes.

»  On Window partsthat call Windows with security, do not set the [Continuous Read]
option. The password input window is not displayed on the GP and the security does not
work.

» |f you assign a security level to a screen, but the level does not have a password assigned,
you must enter the password for the next higher security level that has a password
assigned. If thereis no higher security level with aregistered password, you will not be
able to change to that screen.

1 When the passwords are set as follows and the screen changes to alevel 4 screen

Level 1 AAAA Level 0 — Level 4
Level 2 BBBB '

Level 3 ccce skl

Level 4 to 14 |None Beep@ Bee@@

Level 15 272727

Input the level 15 password

There is a password higher than level 4, so the screen change is permitted

2 When the passwords are set as follows and the screen changesto alevel 4 screen

Level 1 AAAA ((Error displays )
Level 2 BBBB Level 0 E 1
Level 3 CcccC

Level 4 to 15 [None

aeeQQ:?

Even if you have inputted something,
pressing the [ESC] key will return to
the previous screen.

Thereis no password higher than level 4, so the screen change is not permitted

» If you set asecurity level to theinitial screen, the screen displays on the GP before the
password input window appears. Initial screen operations run even while the password
input window is displayed. You cannot touch [ESC] to close the password input window;
you need to input the correct password.
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